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Abstract—The capability of a system to continuously deliver
services in compliance with the given requirements in the
presence of failuresand other undersigned events, is a property of
protracted network. An easy solution to provide good quality of
service is to build a network with enough capacity. A strong
network should have a important property that the network
should be designed in such away that it must take no time or very
small time to recover from a big disaster. The objective of this
paper isto provide an overview of network connectivity in relation
to network protection design. In this paper we aim to introduce
and analyze the advantages and disadvantages of methods and
algorithmsfor searching good network connectivity aswell as sets
of digoint and distinct paths for protection design. Here we will
make 2-connected network to improve network performance.
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[. INTRODUCTION

Networks are everywhere. Aetwork, which we can
informally define as large collection of intercorted nodes.
A node can be anything: a person, an organizatéon,
computer, a biological cell, and so forth. Intencected
means that two nodes may be linked, for exampleaure
two people know each other, two organizations emgha
goods, two computers have a cable connecting tloeofiv
them, or because two neurons are connected by nodans
synapses for passing signals. And a network i teabe

(3) Path cover: is a procedure to find alternative paths in case
of failures. Above mentioned points will be expkd in the
following sections.

A . Connectivity: In all the graphs we have considered so far,
each vertex ‘v’ could be reached from any othetereiw’ in

the sense that we could indicate a chain of adfagetices
from ‘v’ to ‘w'. In this section, we will take alaser look at
this important concept of connectivity. A network aften
represented as a gragh(V,E), where V is the set afodes
(which for instance represent routers or statiams) E is the
set ofL links (which for instance represent optical fibieeb

or radio channels or simply edges). Links may be
characterized by weights representing for instativar
capacity, delay, length, cost, and/or failure pholitg. A
graph is said to be connected if there exists h patween
each pair of nodes in the graph, else the grajghigto be
disconnected. In other words, the physical topologyst
remain connected under the failure scenario. Famgie, to
cope with single link failures in the network, tpaysical
topology must be at least 2-connected, meanindtbeag is at
least 2 link-disjoint paths between any two nodesthie
network. Generally, to protect against the failofany set of

k links in a network, the physical topology of thatwork
must be k+1)-connected. Depending on whether these paths

protracted if all of the demands can be met under the failurg,e node or link disjoint, we may discriminate betw node

of any one of its links. Apart from the lot of tfiaf there can
be severe consequences when a physical link fédswvork
failure which may be caused by dig-ups, vehicleshes,
human-errors ,system malfunctions, fire ,roderdabgtage,
natural disasters( e.g. flood, earthquakes, liglgtnstorms ),
and some other factors have occurred quite freguantd
sometimes with unpredictable consequence .An adstian
to provide good quality of service is to build awerk with
enough capacity for whatever traffic will be throanit. But
the trouble with this solution is that it is expmes It is
basically solving a problem by throwing money orQuality
of service mechanisms ensures how to reserve DD
guarantee performance. In this paper, we will ieterm
protracted networks to refer to networks that, when a
component fails, may “alive” by finding alternatipaths that
circumvent the failed component. Three ingredieate
needed to make a protracted network:

(1) Strong network connectivity: There we mean that network
should be as invulnerable to destruction of indiaidstations
and individual lines as possible.

(2) Network augmentation: , that is, new links may need to
be added to strengthen the connectivity of a okw
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and link connectivity. The link connectivigfG) of a graphG

is the smallest number of links whose removal diseatsG.
Correspondingly, the node connectivif{) of a graph is the
smallest number of nodes whose removal disconri&cta
1927, Menger provided a theorem [1]—in German— that
could be interpreted as follows:

Theorem 1 (Menger’s theorem)The maximum number of
link /node-disjoint s-t paths is equal to the miaimnumber

of links/nodes whose removal disconnects t from s.

1. Suppose the removal of FE disconnects t from s, a|‘k_d|
=k

2. All s-t paths use at least one edge of F. hémea@umber of
edge disjoint paths is at most k.

C to D path

A to B path

Fig. 1: Maximum edge disjoint path between two veices
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The notion of connectivity is important, notably evh
considering the robustness of networks. Robustimesisis
context means how well the network stays connegtesh we
remove vertices or edges. For example, as we kimatwv the
Internet can be viewed as a (huge) graph in whichers
form the vertices and communication links betweeutars
the edges. In a formal sense, the Internet is atede
However, if it were possible to partition the netiwanto

multiple components by removing only a single veiee.,

router) or edge (i.e., communication link), we ebhlardly
claim the internet to be robust. In fact, it is rertely
important for networks such as the internet to bk do
sustain serious attacks and failures by which rewtad links
are brought down, such that connectivity is stilhtanteed.

the remainder of this paper, we will use the saaresention
and only specify the type of cut for node cuts.

5. Maximum cut: A maximum cut is a cut whose cardinality
is not exceeded by that of any other cut in thevoek.
Practically, different traffic requirements over network
would require different connectivity between nodSsme
traffic demands may require no protection, or maly meed
to be carried when possible. In contrast, othdficrdemands
may ask for a full protection against either ik failure,
dual-link failures or other types of failure. Hentiee required
connectivity between nodes would be different floese
varied protection requirements. The service quatifya
network can be maintained by designing the netivoskich a
way that it works under network failure. Determiits

B. Network Augmentation: All customer use capacity in the techniques usually involve the evaluation of certgraph
existing network proportional to their demand. dme cases theoretic concepts associated with the network.sBoeX
the network requires immediate upgrading, and ineot Frisch [2] defined a measure of network vulnerahiliiz, the
cases, this happens later on. The goal of thisdugment number of elements in the smallest cut-vertex s&he
process is to maximize the connectivity of thevaeks . One vulnerability measures relation of the connedfilével of a
option for improving a network configuration is bynetwork to the number of node and/or link disjopaths

introducing additional link resources from a cornéty
standpoint.

between node pairs in the network. Node disjoithphave
no common nodes except the source and destinatidesn

C. Path cover: A physical topology is considered to beWwhile link disjoint paths contain no common linksstead, it

protracted if it can cope with any single failurernetwork

components by rerouting those connections affebtethe

failures through alternative paths. Clearly, tieiguires some
resource redundancies in the network. So we geothie
ability to switch over in subsequent time fromfaged

primary path to an alternate path. This alternath ran
either be configured to protect against a link oden failure.

Using the graph theory terminologies, a protractetivork

must be at-least 2-connected or a biconnected gragéning
that there is at least 2-link disjoint paths betweny two
nodes in the network.

Il. GRAPH THEORETIC APPROACH TO
ESTABLISH NETWORK PROTECTION DESIGN

In Section I. A, we indicated that Menger’s theorémplies
that finding a minimum cut corresponds to findinge t
connectivity of a network. In this section, we vdbk further
at finding cuts in a network.

Definitions:

will consider the set of specific (or predeterminéalures.
For example, protection design against single failures
needs to determine the recovery routes for sengoethat
they can maintain their services under the failaf any
single link in the network. To do that, the network
connectivity must provide at lea8tdigoint paths between
any source and destination nodes. The term “digjoire is
with respect to the failure scenario, meaning thze
“disjoint” paths must not suffer from the same ded. For
example, for single link failures, the 2 paths mist
link-disjoint. Similarly, for single node failureshe 2 paths
must be node-disjoint. This section presents theeigs
requirement for network connectivity in which thetwork
can at least be protected against any single é#aenario,
e.g. the failure of any single link or node of thetwork. In
this case, the physical topology of the network tmis
2-connected. Further we know that a graph is caedeatfor
any two vertices x, Y1 V (G), there is a path whose
endpoints are x and y. A connected graph G is aalle
2-connected, if for every vertex X1V (G), G - x is

1. Edge or link cut: A link cut refers to a set of links whose connected. Also it is important to notice that dedlisjoint

removal separates the graph into two disjoint sablgs , and
where all links in the removed cut-set have an goidt in

both
connected themselves.

paths are always link-disjoint. A graph which pes at least
2 link-disjoint paths between any two nodes-soRnected

the sub graphs. The two sub graphs need @&ot With stronger connectivity, Bi connectedgraph is able to

provide at least 2 node-disjoint paths betweentanynodes.

2. Vertex or node cut: A node cut refers to a set of nodegcenerally, a network must provide at le&stink-disjoint

whose removal separates the graph into two disjsirt
graphs, and where all nodes in the removed cused at
least one adjacent link to both sub graphs.

3. Minimum link/node cut: A minimum cut is a cut whose

cardinality is not larger than that of any othet au the
network. Definitions for a cut also have a variemtvhich a

source nodsand a terminating nodeneed to be separated.

4. stcut: Anstcut refers to a cut that separates two nade
andt in the graph such that both belong to different su

graphs. Often, when referring to a cut, a linkisuneant. In

paths between any node-pairs to be able to praigainst
simultaneous failure oK - 1 links. The graph of such
networks is said to bi€-connected. Establishing the physical
topology of a protracted large networks is notiaat task.
Some techniques for assessing physical survivalsilith as
the cut setmethod can not deal with large size networks [1],
[2]. A fast technique for findinbi connected componerdta
graph and testing the network for node-/link-brigige

SE{Jesented in [3], does not provide any further rimfation,

ch as identifying the fundamental cycles withimmetwork.
This paper presents an alternative technique, baisepaph
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theory, for evaluating the physical survivabilityr@etworks. are not reliable. The cut-set assumption descHisdow has
This technique can deal with network sizes of mwoysand been preferred for the accuracy of network sunilitgb
nodes, with computational times which are comparabth verification. LetG = (V, E) be a network topology. A cut @&
thebi connectedomponentmethod, while providing more is a partition ol into partsSand s = V\ S Each cut defines
information about the susceptibility of a netwaskindividual a set of edges consisting of those edge< iwith one
link and node failures. So, this paper will maimliscuss end-point inSand the other irs. This edge set is referred as

network connectivity which supports single link asidgle the cut-seCYS V\ § associated with the cu(S,V \ S>.
as

node failures, the minimum requirement, known

2-connected and bi connected. Let CHSV\ 9) be the size of the cut-set, being the number of
links betweenS andV \ S Thus, according to the cut-set

assumption, a network is 2-connectdd|CSSV \ 9| > 2,

1S LI V. If Sis a subset of only a single node in the network,

. NETWORK DESIGN
This section presents the procedures for desigrang

protracted network against single-link failurelsieh is one
of the most common failure scenarios occurring rizcpcal
networks. As discussed, the physical topology okawork
can only be protracted under single-link failufegnd only if
it is 2-connected. The concept of protracted nete/is more
complex than the concept of connectivity in graipdory. In
addition, efficient automation algorithms based gnaph
theory can help designers to reduce the computdtiime
and avoid human errors. This section presents igebs for
evaluating the physical topology for protractedetworks.
Firstly, we outline and analyze the strengths ardkmesses
of a popular method, namely the cut-set methodnThe
introduce technique that can deal with netwdrdess of
many thousand nodes [4] , which
2-connected graphs.

A.Protraction through cut-sets

A network is protracted if the size of every cut-sé the
network is equal to or larger than 2. At a glartieis, definition
leads to a view that the network has nodal-degfesva,
meaning that every node in the network is connettedt
least two other nodes. Since every node is condeotet
least two other nodes in the network, on the serfénis
property seems to be able to offer two disjoinhpdtetween
any two nodes in the network. In fact, this is aegonception.
If a network is 2-connected then the nodal degfedl aodes
in the network is equal to or larger than 2. Theerse does
not hold, however, in that a network in which tloglal degree
of all its nodes equal to or larger than 2 is nbtags
2-connected. The topology in Fig. 2 illustrates ttoncept.
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Fig. 2: Failure of nodal degree technique

In the figure we can see that path (3 — 1). It lwidge that
connects two subsets of network nodes{3,6,7,8} andY =

{1,2,4,5}. As a result, all paths between nogés X andy [

Y must share the same path (3 — 1). Hence, althdugbdes
in this network have a nodal degree equal to gelathan 2, it
is not a 2-connected network. Therefore, all athars for
verification of network survivability based on nedegree of
two may yield undesirable and inaccurate results lrence

uses properties %f

then the cut-set assumption is essentially the sasnéhe
node-degree assumption. Since the cut-set assumgio
related the number of links connected between twsets of
a cut, it can assure the network to offak-digjoint paths, but
not node-digoint paths. Here we have a related theorem by
Menger which determines the connectivity of a neknoy
examining its cut sets.

Theorem 2A topology with the set of vertices (noddsnd
the set of edges (link§) is 2-connected if and only if every

non-trivial cut <S,V \ S> has a corresponding cutest of size

greater than or equal to 2.

Proof: In other words, a configuration of the netkthat
satisfies the condition of the cut-set assumptamprovide at
ast one link-disjoint path-pair between any didtipair of
source node and destination node. The implementafithe
cut-set assumption is not complex but its compamati time
for large scale networks is its biggest disadvamtabhe
number of cut-sets increases exponentially witmtimaber of
network nodes and is calculated as in [3]:

Neut set= M-2

whereN. sedS the number of cut-sets in the network, afjds|
the number of nodes. The number of cut-sets dewtith an
increase of one node in the network. For instaNggsein a
network of 20 nodes is over 1 million; and it i032 million
with V| = 25; which is 32(=% times larger tharv| = 20; and
the number of cut-sets in the networkswf 30 nodes is up
to 1 billion cut-sets. So, the cut-set techniqueobees
intractable even with moderate scale networks(RQ< 30).
In summary, the node-degree assumption is simplenbu
reliable for the verification of network survivaibjl
Meanwhile, the cut-set assumption is only applieafdr
link-survivable networks, and it is intractable miarge scale
networks. The node-degree assumption cannot \amfifype
of physical topology that has potential to supgdtracted
network (namely 2-connected and bi connected nésyor
whereas the cut-set assumption can verify the \waipility of

a network that is 2-connected but cannot identifscly a
2-connected topology or verify a bi connected topyl
Next, we propose an approach that can classify arktw
topologies, and determine
(1-)connected, 2-connected or bi connected.

A. Protracted through 2-connected

From Theorem 2, it can be deduced that the cub$etsycle
always have a size of 2. Furthermore, a 2-connegtgth can
be easily constructed from simple cycles [5]. Tokofving
proposition implies a method for constructing sgciph.
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Proposition 1: A graph is 2-connected if and only if it can queue— [node.s, node.p, check— 0

be constructed from a cycle by successively addipgths ~ while check= = O&queuet @ do

to graphH already constructed. [V] < headqueu¢; queue— queue—{heaqueug};
Proof: Cleary, every graph constructed as proposed is 2- if v.s==dthen

connected. Conversely, I6tbe a 2-connected graph, then check= 1;P —v.P

G contains a cycle, and a sub graplis constructible, as ~ €lse _ .
evident in Fig 3. for all vis neighbour ofr.s do

node.s— vi; node.P— P [ v
pushnodeinto queue
end for
end if
end while

Fig. 3: Construction of 2-connected graph

Any edgex, y [J E(G)\E(H) with x, yL1 H defines aH-path.

Then,H is an induced sub-graph Gt If H # G, then by the
connectedness @, there is an edgewwith v L1 G - Hand Fig. 4: Spanning tree (With thick lines) in a graphG
w [ H. AsGis 2-connecteds — whas av —H pathP. Then

wvP is a H-path inG, andH [J wvP is a constructible
sub-graph ofs.

Any set of cycles found from the spanning treelmamised to
verify how well the network is protracted.. An atijbm for
finding a set of cycles through spanning treeofrapl is
IV. AN APPROACH TO CLASSIEY NETWORK represented in Alg. 1. An efficient method for ﬁinpl

TOPOLOGIES funda.lmentgl cygles pf a graph, refgrred to Reton’s
algorithm, is outlined in [6]. If a graph is 2-cauted, then
each vertex of the graph will be at least on onthefcycles
resulting from Alg. 1. Hence, such set of cyclesuficient to
verify that how much this network is protracted.

Assume thatG’ and G” are two blocks of grapk. From
Proposition 1, we can deduce the connectivity @fpfrG
depending on the relation betwe@hand G”, as described
below:

1) If G’andG"” have at least 2 common vertices, tli&is a

2-connected graph with no cut vertex (i.e. nodielga) or cut \ o

edge (i.e. link bridge), i.e. G is a bi connectealpdp.

2) If G’ andG"” only have one common vertex, thénis a @ ° o

2-connected graph with a cut vertex which is teenmon

vertex. \
3) If G'andG” are separated by a cut edge, teis not a

2-connected graph, and the cut edge cannot becpedte

4) If G'andG"” have no common links or nodes, th@is not

a 2-connected graph, and therefore it is not sable: @
Based on the above discussion, we can use théorelaip

between networks’ cycles or 2-connected graphegtifythe f
survivability of its physical topology. An undirect graph is (a) An arbitrary physical structure

thus seen as the combination of all the fundamenytzles.
Using Alg. 1, these fundamental cycles can be fduoeh a \
spanning tregV, T} of a graphG = {V,E} (eg. the spanning ./

tree highlighted by thick lines in Fig. 4).

Input : AtreeT and an edge whose end-nodes is
Output: A cycleP formed byT ande;

\f'}
Algorithm 1 Finding cycle %(j)

init .
(s, 9 < end-nodes of; (b) The spanning tree
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[6] Paton, K. “An algorithm for finding a fundamiah set of cycles of a
graph” Communications of the ACM 12(9): 514-518,1969.
[7] L. Foulds, “Graph Theory ApplicatiohsSpringer-Verlag, 1992.
[8] P.Van Mieghem, “Graph Spectra for Complexwmks”, Cambridge
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[10] K. Lee, H. W. Lee, and E. Modiano, “Reliabjlin layered networks
with random link failures IEEE/ACM Transactions on Networking,
vol. 19, no. 6, pp. 1835-1848, 2011.
[11] W. Zou, M. Janic, R. Kooij, and F. A. Kuipet®©n the availability of
networks,” in Proceedings of the Broad Band Europe, Antwerp,
7 Belgium, December 2007.
[12] Martins, E. D. Q. V., Pascoal ,M. M Surballe “Disjoint paths in a
(c) Protracted network outcomes network”, Networks 4: 125-145,1974.
. . . . [13] Bhandari, R. ,“Survivable Networks: Algorittsmfor Diverse
Fig. 5: An illustrative example Routing, Kluwer Academic Publishers.,1999.

Here, we shall give an examp|e of how our apprqmﬂ(s [14] C. Chekuri and S. Khanna, “Edge disjoint patfevisited”. In

; ; ; ; Proceedings of the 14th Annual ACM-SIAM SymposiuiDiscrete
over an arbitrary physical topologyas shown in Fig. 5(a) ;

. . . . ! Algorithms (SODA’03), pages628—-637, 2003.
with the set of node¥ and edgeg&. Since this topology is an
connected topology, the first step results in a Trebeing a
sub graph of5, and , as shown in Fig. 5(0). has a set of Dr. varsha Gautam, Assistant Professor, Department of MathematRE, J
nodesVTand edge&T, whereVT=V, andET=E - {(a, c), Grouhp of Institutions,bGLeater Nc?ida. Dr.dGautam; ﬁ?st 1;1 yearls of
: : : . teaching experience both at graduate and post-gradievels. She is also a

(C’_e): (C' f)’ (h' I)} The spanfwlng treg can be determined USIr{rgentor to a Ph.D. student. She did her Ph.D. irhematics and was a
Prim’s algorithm or Kruskal’s algorithm. Next, a €€ cycles iopper at IIT Roorkee from where she obtained heBdin applied
is found using Alg. 1. In our example, this corsist4 cycles mathematics. She also attended a course in adveattematics at IIT. Dr.

; ; ; autam qualified NET (JRF) in 2001. She has nuntepublished research
{I', I, I3, s } as shown in Fig. 5(c). The input of the Secon@orks and has attended national and internatiaveecences in the field of

step is the spanning tréeof Fig. 5(b), and the output is applied and engineering mathematics. She alsajpated in a workshop of
shown in Fig. 5(c). Note that topolo@y/contains 3 maximal mathematics at IIT Delhi.

survivable-bases, namely&s={ 11} 2 ={ 1% I3}, andS3 =

{ I;}. Sl andX2 share node ‘c’ in grap®, hence node ‘c’is a
cutvertex(or node-bridge). There are 2 link-bridges which
are (a— g) and, (j — k) . Node 'k’ which is not part of any
2-connected block is referred to as single node.

.

V. CONCLUSION

In this paper, we have discussed the connectivitghe
physical topology to support the problem of designi
multiple quality of protections. Here we have emed an
approach for evaluating the physical topology afgé
protracted networks. The computational efficiendyttos
approach, when dealing with large networks, is carable to
thebi connected componergpproach in [3]. This technique
is also capable of providing all the distinct furdantal cycles
of the network, if requirec2-connected graph theorem can be
used to identify the weak nodes/links of a givergdasize
network much faster than some other techniques asi¢tut
set’. Furthermore, it also provides information aball
distinct cycles in the network, useful for the ngktase of
network planning, which cannot be provided by atiyeo
technique
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