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Abstract: Internet Protocols are utilized to empower the
communication between the computing devices in the computer
networks. IPv6 offers additional address space and more
noteworthy security than 1Pv4. The progress from |Pv4 to | Pv6
has been finished through three primary change systems:
dual-stack, tunneling, and trandation. The IPv6 progress relies
upon the similarity with the enormous introduced base of |Pv4
nodes and routers just as keeping up with the security of the
network from possible threats and vulnerabilities of both I nternet
protocols. This research identifies potential security issuesin the
transition mechanisms and proposing prevention mechanisms to
the problems identified. Dual-Stack & Tunneling mechanisms
were completely implemented in this research work and the
security test was based on dual-stack network. A simulation has
been designed by using GNS3 and the penetration test by the
THC-IPv6 toolkit. After the implementation of simulation, IPv6in
the dual-stack mechanism was identified as vulnerable to DoS via
RA flooding and | Pv6 fragmentation attacks that shown the 1 Pv6
security problems. Therefore, IPv6 ACLs and RA guards were
proposed in order to protect from flooding attacks and VFR
should be configured to prevent | Pv6 fragmentation.
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I. INTRODUCTION

I nternet Protocol variant 6 (IPv6) isthe cutting edge internet

protocol. It is created by the Internet Engineering Task Force
(IETF) to give better execution and furthermore new
administrationsin correlation with Internet Protocol variant 4
(IPv4) [1]. The IPv6 was developed to eradicate the
weaknesses of IPv4 [2]. The IPv6 address administration
work was formally appointed to the internet assigned
numbers authority (IANA) in December 1995 [RFC1881].
The registration strategy was affirmed with the IETF. IPv6
address has 128 bhits or 16 bytes. It is separated into eight
hexadecimal blocks isolated by colons “”; E.g.
2001:0db8: 3c4d:0004:0213: 72ff.-fe7b:3cde. The internet
users and devices that need more | P addresses to be assigned
to them are rapidly increasing. Web associated items are
turning out to be progressively well known, and keeping in
mind that 1Pv4 address couldn’t satisfy the need for internet
of things (1oT) items, IPv6 gives|oT itemsastageto work on
for seemingly forever. It will depend on IPv6 and the new
threats they both bring to the party. The l0T requires more IP

Manuscript received on January 13, 2022.
Revised Manuscript received on February 01, 2022.
Manuscript published on February 28, 2022.
* Correspondence Author

J. Sebastian Nixon*, School of Informatics, Wolaita Sodo University,
Ethiopia. Email: dr.nixon1l4@gmail.com

Megersa Amenu, School of Informatics, Wolaita Sodo University,
Ethiopia. Email: mgersaamenu7@gmail.com

© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). Thisis an open access article under the CC
BY-NC-ND license (http://creativecommons.org/licenses/by-nc-nd/4.0/)

Retrieval Number: 100.1/ijaent.B0466019222
DOI:10.35940/ijaent.B0466.029222
Journal Website: www.ijaent.org

addresses than 1Pv4 can offer. To solve this problem, 1Pv6
was developed to expand the availability of address spaces
[3]. The IPv6 protocol suite has been configured to meet the
present and future growth of the Internet by providing amuch
larger address space than that of its IPv4 counterpart and is
expected to be the successor of the primary |Pv4 protocol
suites. The imminent exhaustion of the 1Pv4 address space
has aready led to the deployment of IPv6 in numerous
production environments, with many other internet service
providers (ISP) planning to deploy IPv6 in the near term [4].
The IETF has been working on the IPv6 requirement to
overcome these address limitations in 1Pv4.

IPv6 gives a much bigger address space of 340 undecillion
addresses to meet this request [8]. IPv6 is to address these
issues, in the age of the Internet today, the existing Internet
Protocol, 1Pv4, is faced with issues of scalability and space
limitation of |P addressesaswell as security [6]. It isintended
to settle a few of the issues of IPv4, along with auto-design,
portability, and generally extensibility.

IPv6 spreads out the address space on the Internet and
supports a number of deviceswhich will be straightforwardly
associated with the Internet [7]. Exhaustion of the address
space and security weakness was the main aim of the
deployment of 1Pv6.

Several unexpected vulnerabilities are likely to further
emerging with large-scale deployment of the new internet
protocol Because of the weariness of accessible 1Pv4
addresses by the IANA on February 03, 2011, the need for
utilizing IPv6 turns out to be increasingly self-evident [8].
IPv6 solves the long exhaustion of 1Pv4 addresses, IPv6 aso
brings other advantages such as; simplified routing
aggregation, simplified address format, eliminating NAT,
auto-configuration, support Internet Control Message
Protocol Version 6 (ICMPv6) for neighbor discovery,
integrated encryption, and mobility benefit absents in 1Pv4
[9].

Around the world, clients of Google are an accurate
representation of Web clients; Google estimates that current
I Pv6 selection rates are around more than 30% of theinternet.
Google gathers statistics about | Pv6 adoption on the Web on
progressing premise. We trust that distributing this data will
offer assistance to internet providers, site proprietors, and
policy-makers as the industry rolls out |Pv6. Google gathers
measurements about IPv6 reception on the Internet on a
continuous premise. They consistently were estimating the
accessibility of IPv6 network among Google clients. The
following chart shows the level of clients that entrance
Google over IPv6 [10].
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Figure 1: Percentage of userswho access Google over
IPv6

The protocol seeks to achieve these goals by eliminating
IPv4 artifactslike ARP, NAT, ICMP, and DHCP and instead
implementing SLAAC, ICMPv6, DHCPV6, I Psec, extension
headers, and more [11]. To guarantee reasonable and
convenient deployment of IPv6, the security aspects ought to
be considered. Unused and additional characteristicsin IPv6
request unused deployments to secure another era of the
internet. Until the time total movement to 1Pv6 takes place,
the internet migration methods ought to secure. If cleared out
unprotected, distinctive strategies pose a series of risks to
systems. As the organization of IPv6 continues, security
issues show up at the same time. That is, existing security
assaults against 1Pv4 changed to assault |Pv6 networks and
clients, while new 1Pv6-just dangers emerge from the new
protocol determination[8]. Two problems make [Pv6,
particularly vulnerable. One is the immature network
infrastructure and the second is misconfigured gateways that
link to IPv4 & IPv6 networks[1].

[I. REVIEW OF LITERATURE

A. Internet Protocols: an overview

1) Comparisons of IPv4 and |Pv6

IP is the network layer protocol and is a vita
communication protocol of theinternet. Itsquick extensionis
driven to a deficiency of IPv4 addresses and activated the
current change handle to the changed from IPv6 with an
address extend of 2'%. Even though the new version was
updated multiple times, the fundamental security and
protection configuration was made in 1998. The IANA
dispersed its last IPv4 address to the Regiona Internet
Registries and some of them have effectively run out of
addresses [18]. IPv6 was designed to provide sufficient
numbers of globally unique IP addresses to enable true
peer-to-peer  communication  between nodes on
interconnected networks. Table 1 below can provide some of
the differences between both I P protocols.

Table 1: Comparison among |Pv4 and | Pv6

|Pv4 | Pv6
It has a 32-bit addresslength | It has a 128-bit address length

'O'Effgn [ eert s OMlY | has inbuilt 1Psec support

ARP Neighbor Discovery of ICMPv6
No packet flow chk_et flow detection is_ Fh_ere
. e within the IPv6 header utilizing
identification

the Flow Label field
multicast IPv6 address (FF02::1)

Broadcast messages are

available isused

Manual configuration of | Auto-configuration addressis
1Pv4 addresses available

Address per interface: - .

Almost One Unlimited + Link-Loca Address
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The IPv6 header is 40 byteslong and contains eight fields,
whereas | Pv4 headers may be as short as 20 bytes or aslong
as 60 bytes and contain at least 12 different fields [19].

i H Y
Version| - .";fm'l-ryp. of Service

Identification Flagsl

Total length menl Traffic class I Flow label

Fragment offset Payload length INmHnu.r [ Hop limit

Time to live I Protocol Header checksum

Source Address (16 byte)
Source Address (4 byte) :

Destination Address (4 byte)

Destination Address (16 byte)
Options (variable) and padding :

Figure 2: IPv4 & IPv6 header comparison

IPv6 headers have Fixed Header and Extension Headers
(EH). Fixed Header contains all the necessary information
that is essential for a router. The EH comprises optional
information, which assists routers to understand how to
handle a packet. The functions of each header described in
the following list.

v Version: the 4-bit Version number of IPv 6

v’ Traffic Class: 8-bits, used for routers to manage the traffic
depend on the priority of the packet

v Flow Label: 20-hit field used by the source to label the
packets belonging to the same flow to request distinctive
handling by intermediate IPv6 routers.

v Payload Length: 16-bit unsigned number, which is the
remainder of the packet that follows the IPv6 header, in
octets .

v Next Header: 8-hit distinguishes the kind of header that
quickly follows the IPv6 header

v/ Hop Limit: 8-bit unsigned number. Decremented by one
by isolated hub that advances the packet.. The packet is
rejected if Hop Limit is reduced to zero

v’ Source Address: 128 bit the address of the source of the
packet

v’ Destination Address: 128 bit the address of the intended
receiver of the packet

IPv6 consists of an improved optional over IPv4. 1Pv6
options are located in individual extension headers that are
available among the IPv6 header and the transport-layer
header. The EH is described in the following table 2.

Table 2: the | Pv6 extension headers[20]

Next Header

Extension Header Description

Value
Hop-by-Hop Options header 0 read by all devices in transit network
Routirig headar g contains methods to support making
routing decision
Fragment header 7 contains parameters of datagram
fragmentation
Destination Options header 60 read by destination devices
Authentication header 51 information regarding authenticity
Encapsulating Security Ny
payload header 50 encryption information

2) IPv6 Features

Extension Headers are a header found in packets that are sent
over the IPv6 network. These headers can be bound together
to permit one header to point. Spoofing packetsin these ways
may lead to a DoS and causes issues for all nodes on the
network. Inside extension headers, an assailant can send a
packet that stays undetected if the go-between firewallsdon't
completely look at the aternatives of these headers [21].
Auto-Configuration: Auto-configuration could be a strategy
for creating the address for end-devices.
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It permits the network to run without the DHCP server. IPv6
end-devices can configure themselves through either stateless
or stateful setup. The SLAAC will create an address based on
the network prefix. It does have a lot of network
vulnerabilities and security concerns. Multiple Addresses:
Multicasting implies sending a packet to the address of nodes
inside a multicast group. It reduces network transfer speed
using since the sender asit were makesasingle packet, which
is sent to numerous beneficiaries. It makes duplicates of the
packet and transmits them to the significant ports. Asit had
within the multicast gather that requires the packet to get a
duplicate of it [22]. Utilizing certain multicast messages, an
attack can exceptionally quick do a reconnaissance attack on
aLAN [21].

Table 2: Most known link-local scope multicast addr esses

Address Moulticast in Adbiress Moulticast in

££02::1 All Nodes ££02::6 OSPEv3 DR Routers
£f02::2 All Routers ££02::9 RIPng

££02::3 OSPFv3 Routers ff02:-A EIGRP

B. Overview of Transition Mechanism

The migration of 1Pv4 into IPv6 is not going to happen
overnight. It includes many changes in network
configurations with the help of IP addresses. The
implementation of 1Pv6 never said to be easy and ssimple,
even for experienced administrators. One factor hindering the
implementation of IPv6 is that it is not interoperable with
IPv4 meaning IPv6 and IPv4 are not compatible with the
same network and as a result led to the adoption of various
transition mechanisms [9]. Since there is a huge distinction
somewhere in the range of IPv4 and IPv6, both don't
communicate dstraightforwardly with one another. A
technique that is equipped for taking care of 1Pv6 traffic can
be finished in reverse viable, yet a generally sent framework
that handles just IPv4 can't deal with IPv6 datagrams [23].
Transition mechanisms permit the current 1Pv4 systems to
coexist and interoperate with IPv6 systems, frameworks, and
administrations. Organizations ought to arrange their sending
and account for the total life cycle of gear from starting to
transfer [19]. During the transition phase, both IPv4 & [Pv6
will exist together; due to the technical differences, both are
not compatible [24]. Nahom Gizachew proposed a
framework for EthioTelecom IPv6 deployment based on a
dual-stack mechanism. The reason why Dual-stack has been
chosen is the nature of it, Dual-stack has no effect on the
current application running and its ability to be deployed with
a minimum effect on the network. Also, dual-stack supports
both versions of protocols and allows flexibility while and
after deploying it [25]. The IETF has created various
protocols, tools, and mechanisms to help network
administrators migrate their networks to IPv6. These
techniques can be classified into 3 categories: dual-stack,
tunneling, trandation [26] [27].
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Figure 3: The Three Transition M echanisms[27]

Dual-Stack Mechanism

Dual-stack includes two protocols stacks, 1Pv4, and IPv6.
Both | P adaptations can coexist on the same network, aswell
as network devices, run IPv4 & |Pv6 protocol stacks. The
most disadvantage of dual-stack is that most working
frameworks utilize 1Pv6 by default and IPv6 security
deployments are not controlled [28]. In a double stack
transition system (DSTM) is that al gadgets interoperate
with IPv4 gadgets utilizing 1Pv4 packets, and with 1Pv6
gadgets utilizing IPv6 packets. All connections and devices
like router, end-user devices, and other framework devices
are dual-stacked and they can communicate over both [Pv4
& 1Pv6 [23]. Dual-stack is a preferred, most versatile way to
deploy IPv6 in existing IPv4 environments. |IPv6 can be
engaged any spot IPv4 is enabled close by the connected
parts expected to make | Pv6 routable, profoundly accessible,
and secure. Now and again, IPv6 isn't empowered on a
particular interface on account of the presence of inheritance
applications or nodes for which IPv6 isn't upheld [26]. The
interface of the device configured as dual-stack can have
IPv6-only or IPv4-only or both addresses. The router
contains two routing tables, one for IPv4 addresses and one
for IPv6 addresses [29]. Since both IPv4 & 1Pv6 would be
empowered in a host, IPv4 may not be protected
appropriately, such as by utilizing individual firewalls and
another preventive mechanism. If an attacker sends RA tests
to that node, this would trigger the host to begin utilizing
IPv6 quietly. This attack constitutes a basic but effective
technique to exploit dual-stack enabled nodes [31]. When a
dual-stack environment is set up, it must be guaranteed that
the devices, which are on the network, have satisfactory
security to moderate the hazard of attacks in both IPv4 &
IPv6 situations. Nodes will therefore control firewalls, VPN
clients, and IDS/IPS frameworks and these must be able to
examine the activity from IPv4 & IPv6 and portion any
unauthorized activity freely of each other. The network
administrator inside an environment ought to consider
executing IPv6 as it were firewalls that can secure the
network the same way it would be secured within the 1Pv4
network [29].
Tunneling Mechanism

Tunneling implies that IPv6 packets are set interior 1Pv4
packets, which are directed through the 1Pv4 routers. It has
numerous vulnerabilities that have to be examined, in
specific,
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the 6to4 tunnel which has vulnerabilities to sniffing,
spoofing, and DoS attacks [29]. Tunneling can be either
manual or automatic. An automatic tunnel does not require
pre-configuration; it is created based on information
contained in the |Pv6 packet [34].

Configured Tunnels

Configured Tunnels inside the tunneling situations, the
IPv6 area that is sent from the beginning device are
encapsulated inside an IPv4. Within the conclusion, the
packets are decapsulated into |Pv6 activity. The setup data,
which is put away on the endpoint of the tunnel, will decide
the addresses. It can put inside a router-to-router,
host-to-router/router-to-host, or host-to-host situations. The
accompanying tunneling setups are characterized by RFC
2893 considers the tunneling of 1Pv6 traffic between the hubs
across an |Pv4 only infrastructure [29]. Router-to-Router:
The tunnel, which interfaces IPv6 nodes by way of |Pv4 with
the utilizing of the consistent connection between the source
and destination routers, communications are probable as in
Figure 4

m

= 3 5 =
[ Router-to-Router Tunnel [ e *

IPv6 Host1 a i IPV6 Host2

Figure 4. Router-to-router tunnel [29]
Host-to-Router or Router-to-Host: The I1Pv6 nodes,
which are found inside an 1Pv4 network, will make the |Pv6
over |Pv4 tunnel to get a handle on the IPv6/IPv4 router. The
tunnel starts at the host and finishes up at the router as in
Figure5.

Pré-only Infrastructure
IPv6 Infrastructure

g Host-to-Router or Router-toHost Tumel o

¥ o]

—_—s =7}

IPv4/IPv6 Router

1Pv4/IPV6 node 1Pv6 node

Figure5: Host-to-router or router-to-host tunnel [29]
Host-to-Host: The IPv6/IPv4 node that isresiding inside the
IPv4 set-up will make the IPv6 over the IPv4 tunnel. The
tunnel expands from the source to the destination nodes asin
Figure 6.

IPv4-only Infrastructure
—u Host-to-Host Tunnel —2s

1Pv4/IPv6 nodel IPv4/1Pv6 node2
Figure 6: Host-to-host tunnel [29]

Automatic Tunnels

Automatic tunnels are not as secure as physicaly
arranged tunnels. It is simply affected by fake packet and
DosS attacks. The network design must provide mechanisms,
which can protect against IPv4 & [Pv6 vulnerabilities [31].
6to4: The 6tod strategy permits association to existing
between two IPv6 domains where an 1Pv4 network is found
in between them. The IPv4 addresses are aportion of the IPv6
addressing construction whereas the packets are being
exchanged, as |Pv4 isthe connect. The 6to4 strategy features
aoneof akind prefix: 2002: |Pv4 address:: /48. This strategy
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works inside the router-to-router arrangement. As defined in
RFC 3964, 6to4 is susceptible to the ND messages, spoofing;
reflecting, IPv4 broadcast attack [31]. 6overd: Where a
network comprises of IPv6 able has and routers, but the
networks works inside 1Pv4, 6overd will treat the 1Pv4
network as avirtual Ethernet for IPv6 communications. |1Pv4
multicast is utilized to tunnel the IPv6 packets. ISATAP: it
utilized inside the unicast I1Pv6 network, where the IPv6 and
IPv4 nodes present inside an IPv4 intranet. It is not able to
support multicasts because it employments a Non-Broadcast
Multi-Access (NBMA) communication show. Much like
6to4, ISATAP utilizes headers to send data from one
convention adaptation to another, and thusit is vulnerable to
the same sorts of dangers, which have been examined in 6to4.
Tunnel Broker: The tunnel broker acts as a tunnel creation
instrument between two nodes inside the network. This asiit
were requires there to be a web server and client-side
confirmation to assembl e details elements such as | P address,
working framework, and | Pv6 compatibility.

Teredo: it relies upon the endpoints of the tunnel to
epitomize and decapsulate packets, hence any host, which to
any nodes beside the firewall, can encapsulate and
decapsulate packets. It ishard to secure al endpoints and thus
a single firewall would be required to secure the network.
Since the packets are encapsulated, the firewall cannot
protect the data inside the packets. Hence, packet spoofing is
still a concern [31]. Tunneling mechanisms have no built-in
security at al, no authentication, no integrity check, and no
confidentiality. It could easily give advantages for attackers
to conduct tunnel sniffing, tunnel injection, or unauthorized
use of tunnel service attacks. If proper prevention
mechanisms are not in places, such as checking the 1Pv4
source address, using anti-spoofing techniques, using ACLs
and IPsec, these threats could even bypass corporate firewalls
[30].

Tranglation Mechanism

In the trandation method, the IPv6 packet is not
encapsulated in an IPv4 header like tunneling. An IPv4
header replaces the IPv6 header of the packet. Hence, the
IPv6 packet is transformed into an IPv4 packet.
NAT64/DNS64 may be a technique that creates it possible
for IPv6-only clientsto exchange | Pv4 devices. REC 1918, as
NAT is a familiar method in IPv4, is commonly used to
trandate between private addresses and public 1Pv4 address
space. The NAT64 transparently provides access among
IPv6-only and 1Pv4-only networks [26] [27].

C. Overview of IPv6 Security | ssues

Security Threatsin IPv4 & |Pv6 Networks

A few sorts of attacks have not been on avery basic level
changed by the appearance of the |Pv6 protocol. Indeed even
though security enhancements actualized within the unused
IPv6 protocol, IPv6 systems are still uncovered to diverse
sorts of attacks. Therefore, different attack types could
potentially harm 1Pv6 networks. Some types of attacks can
affect both IPv4 & 1Pv6 networks [31]. The types of attacks
acknowledged in the IPv4 network did not a general sense
alter with the appearance
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of the unused IPv6 protocols are the sniffing attacks,
flooding attacks, Rogue devices, and Man-in-the-middle
attacks [26]. Denial of Service Attack This attack aims to
prevent the nodes from normally running the functions
provided by the NDP. For instance, when a client executes
the DAD, an assailant can eavesdropper the NS messages
sent from this strategy and send back forged NA saying, "I
have involved this address.". Hence, the victim can't
complete the DAD to get an IPv6 address for the
accompanying communication. Essentially, an assailant can
send forged RA and NA messages to make DoS assaults on
router discovery and NUD methodology [16]. The attacker's
activities to block authorized clients get to a specific benefit.
A broadcast flooding attack known as Smurf attack is a case
of a DoS attack. A DoS attack on an IPv6 network can be
forced by misusing vulnerabilities within the Multicast,
Expansion Headers, ICMP messages, and DAD protocol
[27]. DoS and DDoS are flooding attacks used often to leave
a network. The difference between these attacks merely
relates to their number of attacks. DoS is conducted by one
computer, while the DDoS, alarge-scale DoS is by hundreds
of computers that may attack a network [32]. A report from
the National Vulnerability Database (NVD) showed that the
majority of attacks against IPv6 are DoS attacks [3].

IPv6 Vulnerability Classes

1% 204

6%

\

& Denial of Service

10%

& Code Execution
Bypass

i Buffer overflow
« Port Scan
Privilege Escalation

Figure 7: IPv6 vulnerability classesas NVD [62]

Man-In-The-Middle Attack

In this attack, an assaulter entersin between two nodes that
are communicating. The attacker ensures that al traffic
between the nodes goes through him and can see the whole
traffic. Because of the absence of legitimate authentication
mechanism in IPv4, these assaults can be effortlessy
accomplished.

This attack has been done by acting as the intermediary
between the device and the destination in communication.
This attack is conducting further attacks, such as sniffing and
session  hijacking [33]. MITM attack hijacks the
communication between two nodes. When PC1 sends an NS
message to resolve the MAC address of PC2, the attacker can
pretend to answer this NS with spoofed NA. Then, the
attacker will receive the subsequent packets from PC1 and
forward them to PC2 using spoofed packets. This way, both
PC1, and PC2 seem to be normally communicating with each
other, the attacker hastaken over all the traffic flows between
them without being perceived [16]. MITM assaults, as its
name recommends, is an assault where a message is
intercepted or replicated and resent to its final destination. In
this assault, neither the sender nor the recipient knows about
the attacker capturing all messages in their communication
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[34]. Lacking strong authentication, any attacks using MITM
will have the same possibility in IPv6 asin IPv4.

Spoofing Attack

A spoofing assault is a malevolent party imitates another
device t or clientsusers on a network to take persona
information, spread maware, and/or bypass gets to controls.
This assault is performed by utilizing a forged address and
may cause a bogus section in a client's neighbor cache.
Mocking is regularly used to use different assaults, for
example, MITM assaults, DoS assaults, and divert assaults
[16].

In the event that an assailant sends spoofed RA inside a
subnet, all IPv6 clients will quickly change their routing
tables and store the attackers as one of the default routers.
Thisleadsto acondition in which the attacker can completely
modify al outgoing traffic from the IPv6 nodes to the
Internet, which makes the MITM attack [35].

Flooding Attack

Flooding attacks happen when a network getsto be so hold
down with packets starting insufficient association demands
that it can now not handle. By flooding an end-device with
systems that cannot be completed, the flood attack, in the
long run, fills the host’s memory buffer. IPv6 flooding
attacks are like IPv4.A flooding assault can be nearby or a
distributed DoS when the designated network device is being
overflowed by network traffic from many clients
simultaneously. This sort of assault can likewise influence
the IPv6 networks in light of the fact that the fundamental
standards of the flooding assault continue as before. New
sorts of augmentation headersin IPv6, new kinds of ICMPv6
messages, and relying upon multicast addresses in 1Pv6
might give better approaches for abuse in flooding assaults
[31].

Sniffing Attack

A representative attack that affects both IPv4 & 1Pv6
networks is a sniffing attack. The sniffing attack comprises
the capture of the information being transmitted through the
network. In the event that that classified informationissentin
a plaintext convention, an attacker running a sniffing assault
can undoubtedly compromise them..

A sniffing assault type can be kept away from by legitimate
utilization of the I Psec security architecture, which is utilized
in IPv4 as a choice and in IPv6 as a commitment [31].
Sniffing assault includes catching information and data
through network connects to be abused, particularly when
sent in plain message format [13]. IPv6 is as same vulnerable
to sniffing as | Pv4.

Reconnaissance Attack

Reconnai ssance attack isthetype of attack with the help of
discovering any week ports by using application software
like port scanning. The attacker picks up basic information
relating to the victim network by reconnaissance attacks.
Hop-by-hop causes execution suffering for arouter that getsa
huge number of the packet with the router that receives a
large hop-by-hop aternative.
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Scanning is a procedure utilized for this reason, which
uncovers open ports and other network data. Since the IPv4
address space is little, it is simpler to scan the whole address
space. Reconnaissance attack is possible in IPv6 due to its
Multicast feature and response from |ICMPv6 messages [27].
An interloper utilizes ping tests to figure out which IP
addresses are being used in the victim network. In the wake
of having tracked down an available framework, an assailant
plays out the port sweep methodology. IPv6 is much more
resistant to reconnai ssance assaults than |Pv4 networks [31].

D. IPv6 Security Improvements

Large Address Space

Port filtering is one of the known surveillance strategies
being used today. It allowsintrudersto listen to specific ports
that could be related to well-known vulnerabilities. In [Pv4
networks, port scanning is very simple. IPv6 subnets use 64
bits for alocating host addresses. Scanning such a huge
address space is mostly an impossible operation.
Nevertheless, it is not impossible [31].

IP Security (IPsec)

IPsec is a important element of IPv6. OSPF routing
provides IPsec for IPv6 authentication security, to protect
IPv6 unicast and multicast traffic and 1Pv6 | Psec tunnel mode
encapsulation isused [36]. |Pv6 Authentication Header (AH)
and |Pv6 Encapsulating Security Payload (ESP) are features
of the new IPsec. An extension header that is called the IPv6
AH and ESP, provides authentication and integrity, without
confidentiaity, to IPv6 datagrams [37]. In IPv6 network,
both the AH and the ESP header are characterized as
expansion headers. |Psec accommodates a third set-up of
protocol for protocol negotiation and key exchange
management known as the Internet Key Exchange (IKE).
This protocol suite gives the underlying functionality
expected to set up and arranging security boundaries between
endpoints. Moreover, it monitors this data to ensure that
communication keeps on being secure up to the end [31].

E. IPv6 Specific Vulnerability Areasand Threats

IPv6 security is progressed relate to 1Pv4, but 1Pv6 till has
numerous security vulnerabilities that are the same as 1Pv4 or
more up to date. Network administrators must get security
vulnerabilities [39]. IPv6, incorporate the need for the
development of the implementation that in this manner are
exceedingly likely to still contain much newer vulnerability
[40]. The problem of NDP in IPv6 is the identification of
assaults that utilization the genuine IPv6 address, for
example, flooding, DoS assaults on address resolution and
the likely weaknesses of this component likewise should be
investigated [16]. The security vulnerabilities that too ended
up issues in IPv6 deployment are reconnaissance, misuse of
routing  headers,  fragmentation related  attack,
auto-configuration and ND, abuse of ICMPv6, and multicast
as well as well-known threats like unauthorized get to,
impersonate, and DoS attacks [41]. IPv6 design’s functions
are wide-open to security threats like the DAD process,
which is vulnerable to DoS attack. Such a danger keeps the
host from configuring its IP address by reacting to each
Neighbor Solicitation through the fake Neighbor
Advertisement [38]. All the security aspects and
implications, which exist, must be looked at before any
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migration to avoid network disruption. Due to the new
environment of the IPv6 network, these risks are higher than
ever. The security issues need to be looked into to consist of
IPv6 protocol issues, transition mechanisms, and the IPv6
deployment issues [29].

Security Threats Related to |Pv6 Routing Headers

All 1Pv6 nodes must be capable of preparing, directing
headers. Unfortunately, routing headers can be utilized to
maintain a strategic distance from getting to controls based
on goal addresses. Such behavior can deliver a few security
issues. There is a chance that an aggressor sends a packet to
in open address with a routing header containing aaddress on
the victim network. The freely open host will forward the
packet to an destination expressed in the routing header, even
though recipient address isfiltered.

By parodying packet source address an assaulter can easily
perform DoS assault by utilizing any openly available host
for diverting attack packets[31].

Fragmentation Related Security Threats

An |Pv6 source client utilizesthe fragment header to send a
packet bigger than would fit in the way MTU to its
destination. . The source node initialy performs the path
MTU discovery procedure to discover the PMTU value. The
procedure is an IPv6’s best effort attempt to avoid
fragmentation. The original unfragmented packet consists of
two parts: the unfragmentabl e part and the fragmentable path
[39]. The minimal recommended MTU size for IPv6
networksis 1280 octets. For security issues, it isenergetically
prescribed to dispose of al fragments with under 1280 octets
unless the packet will be the last in the flow. An assaulters
can cause an over-burden of recreation buffers on the target
framework possibly inferring a framework to crash, which is
akind of DoS assault. To keep away from such issuesitisa
prescribed security practice to restrict the all out number of
fragments and their permitted arrival rate[31]. IPv6 of course
doesn't forbid the reassembly of covering sections despite the
fact that this is a notable security danger, which can be
utilized to stay away from firewalls.

Only source nodes perform fragmentation in IPv6, not by
routersalong apacket’s delivery path as allowed in IPv4 [19].
Fragments can be used to bypass IDS/IPS systems as well as
firewalls. The techniques for hiding attack patterns or
evading security systems are [40].

v Evasion: embedding a part which isn't prepared by
IDS/IPS but let through due to its straightforwardness

v Insertion: inserting a part which is acknowledged by
IDS/IPS but disposed of by atarget host

v Overlapping fragments. overlapping fragments could
cause DoS during reassembly or misinterpretation of the
data thus hiding attack pattern

v' Tiny fragmentation: attempt to hide attack pattern; a
huge amount of tiny fragments is a sign of a coming
attack

v' The disordered arrival of fragments. disordered
fragments of several packets arriving at once is a
technique trying to avoid deep packet inspection,
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v Fragment flooding: another strategy designated to avoid
deep packet inspection
Security Threats Related to ICMPv6 and Multicast

ICMPv6 plays a key role in the proper usage of IPv6.
Especially the ND messages such as RAs and NS/NA are
needed for the straightforward usage of the new Internet
Protocol [41]. ICMPv6 messages should be permitted in view
of appropriate network activity, for instance packet too huge
message is needed for the technique of way most extreme
transmission unit revelation, a message is important if an
unncticed alternative happens in the IPv6 packet header.
ICMPv6 detail additionally permits a error notice reaction to
be shipped off multicast addresses. An assaulter can abuse
that reality by sending an appropriate packet to a multicast
address and can cause various reactions focused on at the
victim [31]. ICMPv6 isvulnerable to DoS and DDoS attacks
using different techniques due to the shortcomings of its
current defense mechanisms. Some of the existing
mechanisms can be the reason for DoS or DDoS attacks
themselves, such as the SeND approach [13]. ICMPV6 is
vulnerable to a set of attacks that contributes to preventing
[Pv6 from being trusted for full implementations on today’s
networks. One of these attacks is the RA flooding attack by
sending huge traffic toward avictim to consume its resources
and stop its services [5]. Router ACLs, firewalls, and other
security components must be carefully managed to retain
ICMPV6 functionality [19].

Neighbor Discovery Protocol Related to Attack

The NDPisamong the new featuresintroduced in IPv6 and
NDP security is an important part of IPv6 security. NDP
suffers from various attacks, such as DoS, DDoS attacks,
last-hop router attack, MIMT, ARP spoofing, and fake
redirect packet. Many researchers have proposed suggestions
and novel mechanismsto improve NDP security and mitigate
threats against the NDP. However, the NDP is il
incomplete with practical use and there are no best practices
to ensure the security of NDP [42]. Router discovery in IPv6
isvulnerable to rogue RAs, wherein unintended and possibly
incorrect RAs make their way into the network. Flooding
with RAsisan easy technique resulting in adenial-of-service
attack [43]. DAD is a portion of IPv6’s Network Discovery
Protocol that is weak to security threats like Spoofing, and
DoS [44]. It is a procedure that is part of the address
auto-configuration that is utilized to check whether the
addresses generated has already been configured or not.
Nevertheless, the design of the DAD processis vulnerable to
the DoS attack, leaving nodes un-configured [45]. ND plays
an important role in addressing because it provides address
resolution and address auto-configuration. These are
accomplished through the different processes in the ND
protocol, which consists of five different ICMP packet types
[19]:

v RS When an interface gets to be empowered, has may
send Router Solicitation that asks the router to create
RAs instantly instead of at another planned time.

v RA: Routers publicize their nearness at the side of
different links and internet parameters either
occasionally or in response to RS message. RAs contain
prefixes utilized for on-link assurance and address
configuration, aproposed hop-limit value, the Maximum
Transmission Unit (MTU) for the link, etc.
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v NS Nodes send NSs to decide the link-layer address of a
next node or to confirm that the next node is still
reachable through a cached link-layer address. NSs are
too utilized for duplicate address detection (DAD).

v NA: may too send spontaneous NAS to report a link-layer
address dlters.

v Redirect Message: Used by routersto inform nodes of a
better first-hop for a destination.

F. Security problems Related to Transition Mechanisms

To confirm a well transition to a updated version of the
protocol various transition techniques are developed. The
highly important transition techniques are dual-stack and
tunneling configurations. These transition techniques can
lead some new, earlier unknown security vulnerable. Thus,
network engineers need to understand the security
implications of transition mechanisms to apply proper
security mechanisms, such as firewals and intrusion
detection mechanisms [31].

Other Attacks

Replay: The attackers can get the multicast packets then
resend them in the network to confuse the computing devices
with fake information. All ND packets are vulnerable to
replay attacks [16].

Rogue Router: In this technique, an attacker system can
act like router and send false RA messages. If adevice selects
it asthe default router, it can draw off thetraffic of thisdevice
may act as MITM [16]. An assaulter can also place his
DHCPv6 server inside a network and distribute falsified
values[21].

Smurf Attack: The efficiency of multicasting can be
preyed upon by using it to launch a Smurf attack. It isakind
of DDoS attack that isintroduced by an attacker viaa spoofed
source address of a target node to send echo-requests to a
whole multicast group. To overwhelm the spoofed source
address with a huge amount of traffic due to the amplified
amount of response messages sent back from the multicast
group to the victim node [46]. In an IPv6 network, a Smurf
attack happens when an attacker sends spoofed ICMP
resound ask packets to a multicast group (FF02::1) with the
target machine as the source. The problems primarily
consider for IPv6 deployment. The primary problem is the
finding of aassaultsthat utilize the real 1Pv6 address, such as
DoS attacks on address resolution. The Secondary problemis
the potential weakness of this mechanism also needs to be
researched [16]. An attacker can force arouter in theway to a
destination host to assess afragmented packet that evaluates a
fragmented packet that isa dense load on arouter by allowing
a hop-by-hop option in a fragmented packet. How can a
router be protected contrary to it [1]. Previously RA Guard
was tested for flood router6 older version [61]. However,
this thesis experimented with a new version, which is the
Flood_router26 attack tool. Therefore, RA Guard can protect
from the RA flooding attack of both versions of the flood
router attack.
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G. Prevention Mechanisms Review

IPv6 and IPv4 are both network-layer protocols, many of
the network layer vulnerabilities are similar. Security is
needed to every nodes in network [47].

Internet Protocol Security (1Psec)

The IPsec is a suite of protocol between end-to-end
communication over the IP network that contributes to
information authentication, integrity, and privacy. It
characterizes the encrypted, decrypted, and uthenticated
packets. |Pv6 includes the option of using the IPsec security
model, which provides transparency, integrity, and
confidentiality for end-to-end communications [48]. IPsec is
available with IPv6. IPv6 Administrators rely on the IPsec
protocol suite for security. The similar security risks for
MITM attacks in IKE in IPv4 are existing in IPv6 [47].
Sniffing and spoofing attacks can be resolved by using | Psec,
inboth IPv4 & 1Pv6 by default [49]. The main protocols that
utilize IPsec standardizes are AH, ESP, and Web Security
association and Key Administration protocol. 1Psec permits
clients numerous choices within the kind of administrations
they execute for assignments such as end-to-end encryption
or tunneling. The original NDP design called to use | Psec to
secure NDP messages, ambiguity about how to useit stillsan
issue. |ETF is then developed SeND to overcome these
weaknesses [50]. IPsec still leaves some existing security
issues unsolved. New security problems still continuing due
to constant changes of its packet header which makes the
security framework more complex, thereby leading it
weakness to various sorts of attacks [9]. So far the major
attacks that can be launched against an IPv6 network by
exploiting the packet header vulnerabilities are
Reconnaissance, MITM, DoS attack [46]. |Psec was later
standardized to fill the gap; its use has not been broadly
implemented. It is not a solution to all the security problems
of the current Internet. Therefore, security in IPv6, which
mandates the attachment of IPsec should be seen as no
different from that of 1Pv4 [39]. IPsec could be considered a
solution to block the DoS issues on the IPv6 network, but
IPsec relies on a PKI that has not yet been fully standardized
[1].

Firewall

Firewalls are widely instaled in most organizations
connected to the Internet. In light of a bunch of rules or
security policy, firewalls act as aguard to the network, which
determines the particular packet of packets can pass through
them. The common firewall implementation is setting it asan
edge firewall because it is believed that intruders always
come from outside while in reality, the greater effect of a
security harmful attack is mostly coming from the insiders
[51]. Firewalls planned for use in I|Pv6 networks more likely
than not implicit help for the IPv6 protocol. Since sifting
rules should be characterized independently for IPv4 & 1Pv6
traffic. The IPv6 protocol presents another packet header
design that should be appropriately perceived and prepared
by the IPv6 firewall. In the experimental IPv6 network,
different tests of firewalls have been performed both on the
MSWindowsand on the Linux platform [52]. A firewall does
not filter fragmented packets that are sent by the attacker. In
IPv6, the primary fragment header estimate does not avoid
the attack since the different expansion headers can exist
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between the IP and upper-layer header [39]. RFEC 4942
Firewalls ought to drop al packets with overlapped
fragments. certain executions in both firewalls and other
nodes have now dropped such packets.

Attacks that use multiple extension headers can easily
bypass firewalls. To prevent such attacks, firewalls need to
perform deep packet inspection. It may not be effective
against flooding based DoS attacks [53].

Access contral list (ACL)

ACL isthe most popular mitigation technique against | Pv6
attacks. ACLs can be configured on a router &/ switch to
drop incoming malicious Router Advertisements on ports to
which end-user computers are connected since only router
ports need to transmit Router Advertisements. ACL
configuration can contain certain keywords to block unusual
attack packets. For example, the Cisco 10S software supports
the ACL ‘undetermined-transport” keyword [40]. ACLs are
used to control traffic filtering. It alows trusted traffic and
blocks all other traffic on a device interface based on source
and destination MAC or IP addresses. IPv6 ACLs are set by
utilizing the | Pv6 access-list list-name instructions to deny or
allow keywordsin global configuration mode [54].

Secure Neighbor Discovery (SeND)

This protocol offers security for NDP messages such as
RA. It utilizes Cryptographically Generated Addresses
(CGAs) for encryption of NDP messages and verification of
senders’ addresses. CGAs can prevent address spoofing and
DoS attacks. SeND packets usually contain more information
than normal NDP packets, such as CGA. For thisreason, they
are quite large and need to be fragmented. Thus, SeND is
vulnerable to fragmentation-based attacks. While SeND is
supposed to prevent DoS attacks, the protocol itself is prone
to some of them [53].

H. IPv6 security Test and Analysis Tools

Wireshark: is an IP-based network protocol analyzer. It
reads packets from the network with the help of PCAP,
TCPDUMP, etc. Moreover, details them in an easly
understandable way. It is an open-source network analyzer
founded in 1998 [1]. It is used to analyze the security issues
of IPv6 to outline the most common vulnerabilities and
security issues during the transition [29]. Graphical
Network Simulator-3 (GNS3) is a network software
emulator first released in 2008. It allows the combination of
virtual and real devices, used to simulate complex networks.
It uses Dynamics emulation software to simulate Cisco 10S
[55].

The Hacker Choice (THC-IPv6) is an open-source
toolkit maintained by “van Hauser". THC permits the
penetration test on the IPv6 protocol to challenge the
shortcomings of the node.

It is an open-source community that creates the security
weakness of |P based systems. They extend pointsto uncover
the security breaches of items. THC was established in 1995
and it has been distributed scientific researches and releases
security penetration tools [1].
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I11. RESEARCH METHODOLOGY

A. Introduction

This chapter explains the research methodologies used.
The research methodologies used for thisresearch are Design
science and Quadlitative research. Under these designs,
different methods that explain the way the methodology is
applied as well as why the specific methodology has been
chosen to carry out the research are presented.

Research Design

This research employed design science research that
investigates the security issues of IPv6 deployment in the
simulation platform. The study mainly focused on
experimenting, analyzing, and interpreting that exist in
security issues in the transition mechanism. Design science
researchersare availablein many areas, especially Computer
Science and Engineering and there are an assortment of
approaches, strategies, and procedures utilized in deign
science research [56]. The research was conducted in steps
that will let it have the most and best results. First, a broad
literature review of related work was done to select transition
mechanisms for the |Pv6 deployment. Next, the research has
been chosen the transition method would be tested using the
tools based on the generated network traffic on how it will
react to each attack. Finally, it was completed by a series of
findings and recommendations.

Methodology

The most technique utilized in the research is Design
Science. Design Science investigate could be a set of
manufactured and expository procedures and points of view
for performing investigate in an information system. It
includes two essential exercisesto make strides and get it the
behavior of perspectives of information system: one is the
creation of unused information through the design of novel or
inventive artifacts and moment is the investigation of the
artifacts utilize and/or execution with reflection and
reflection [53]. Design scienceis an outcome-based IT
research methodology, which offers
specific guidelines for evaluation and iteration within
research projects. This strategy centers on the development
and performance of artifacts with the unequivocal aim of
improving performance of the artifact. Design science
rescarch typically applies to categories of artifacts,
including algorithms, human/computer interfaces, design
methodologies, and languages [57]. Design science-centered
inquire about to think about that attempted to examine
potential security issues that will best suit the ways in
transitioning from 1Pv4 to |Pv6 whereas still keeping IPv4 for
systems that might not however back 1Pv6. The study tested
the potential security problems related to IPv6. This
methodology was preferred because it takes into account the
activity problem that containsareal situation and includesthe
difficulties that would come across in the workplace.

Problem Identification and Motivation

These days, the sending of IPv6 systems has ended up
required as well as a need. Nevertheless, there are a few
challenges like obstacles in transition mechanism, security
issues, and a few common misconceptions, which make a
genuine issue within the sending of IPv6. The most
inspiration for doing thisinvestigation was that | Pv6 security
ought to deeply administer innovation.
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The way the world is going on the communication journey
shows that they have to be a move to IPv6 is predictable.
Since numerous devices have recognized the vulnerability of
the IPv6 network, its assurance component should be
examined. As the security of the IPv6 network, have
numerous mechanism to identify the vulnerability. Still,
packets of 1SP utilize |P is defenseless to the nearby network
as well as wide zone network risk. It is critical to consider
how [Pv6 network vulnerability happens and what
compelling countermeasure can anticipate the network risk.
In this manner, these issues motivated the researcher to
consider security solutions related to the IPv6 network.

Demonstration

The simulation of the experimental device was used to
further prove the IPv6 vulnerability areas. GNS3 was
selected as a simulation tool for this study because of its
ability to simulate areal device router and to run theimage of
adevice. It gave abetter smulation to get aresult closeto the
actual device. The configured network tested how the
security can easily be identified using both Wireshark GUI
and command-line. The Wireshark packet capturing software
was used to analyze data, which was sent between the IPv6
networks. The penetration testing was done using the
THC-1Pv6 toolkit to implement, replicate, smulate, and test
the threats and vulnerabilities of IPv6. THC-Toolkit was
installed on Kali Linux 2019.3 to generate abnorma
behavior, while Wireshark Version 3.2.3 was used to capture,
filter, and save packets in a different format. Table 4 below
lists the tools that were used to implement the IPv4 to 1Pv6
transition method and to test the vulnerabilities of the IPv6
network environment in this research.

Table 3: Thetypes of toolsused for simulation

SN | Type Name & Specification
1 Network software GNS328
emulator
GNS3VM 2.8
2| Virtual machine VMware workstation 15
Pro version 15.5.5
3 Cisco router I0S Cisco 7200
Victims Windows 10
5 Attacker Kali Linux 2019.3

Connector Serial and Ethernet cable

Packet analyzer Wireshark Version 3.2.3

NAT1

6
7
8 Internet access
9

Switch Cisco Ethernet switches

Data Analysis Method

The security issues were analyzed using experimentation
of comes about gotten from a simulation of the Wireshark
tool displayed figures that were acquired from the GNS3 test
system and using tables. Qualitatively, after the simulation
experiment, the results obtained were narated and
summarized. This includes the examination of the outcomes
that may well be shown on the packet analyzer.
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B. Implementations Of | pv4/lpv6 Network

IPv6 Routing protocol

The determination of a way for transmitting datagrams is
caled routing. The critica assignment of a router in a
network is to decide the best way during the packet sending
process.

The routing prepare needs a router to utilize the routing
table and the routing table contains entry datain diverse ways
through the routing protocols. The |Pv6 usesasimilar kind of
routing protocol with 1Pv4, but with some modifications.
However, IPv6 is aupdated version of the protocol and
different from IPv4. The routing table is also managed
separately from the |Pv4 routing table when both protocols
were enabled on arouter [58]. Routing of 1Pv6 can be applied
through static routes and dynamic routing protocols. Static
routes are manually defined by the administrator. In dynamic
routing protocols, 1Pv6 uses updated versions of the same
routing protocols available for IPv4; Among the most
important ones are: Routing Information Protocol next
generation (RIPng), Enhanced Interior Gateway Routing
Protocol (EIGRP) for IPv6, a link-state routing protocol
(IS19) for 1Pv6, the multiprotocol border gateway protocol
(MP-BGP4) and Shortest Path First routing protocol
(OSPFv3) for IPv6.

RIPng is the steering protocol utilized to execute the
availability tests with IPv6 and is the new age of RIP for
IPv6. It is a distance-vector directing protocol that utilizes
bounce count as a routing steering metric, with 15 as
maximum, its multicast updates are issued every 30 seconds.
RIPng utilizes IPv6 to move, incorporates the IPv6 prefix,
and the following hop IPv6 address utilizes the multicast
bunch FF02::9 as the destination address for RIP refreshes
and sends refreshes for the UDP port 521 [58].The
comparison between three different routing protocols RIP,
EIGRP, OSPF showed EIGRP isrelatively faster but in some
respect and small connection could lead to RIP faster [59].

Transition Mechanism Implementation

Dual-Stack Implementation

This mechanism implements both protocols on each router
and other nodes within the network; IPv4 and 1Pv6; each
node with dual-stack within the network will have two
addresses, onefor | Pv4 and the other for IPv6. A test network
was implemented using GNS3, the network supported IPv6
as addressing protocol with implemented using RIPng and
RIPv2 routing for 1Pv6 and 1Pv4 respectively.

Method

In the experiment, the network was joined using two
routers through a seria connector on which both IPv4 &
IPv6 were configured. Figure 8 shows the Dual-Stack
implemented in the WAN network to test the attack of one
LAN in another LAN area. Both routers on the bottom side of
interface GigabitEthernet1/0 of R1 and R2 were configured
with [Pv6-only. As displayed below side network (including
Windows 10 and Kali Linux) was configured |Pv6 only.
However, the upside Gigabit Ethernet (g0/0) is configured
with both protocols.
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Figure 8: Dual-stack Network Topology

All configurations of dual-stack, and network addresses can
be found in Error! Reference sour ce not found. 1.

Table5: LAN1& LAN 2 Configuration

LAN 1 LAN 2

No IP add

IPv6 enable

IPv6 add 2001:1:1:1::1/64
IPV6 rip DSTM enable

Rl#enable

Configt

IPv6 unicast-routing
IPVv6 router rip DSTM

Int serial2/0 No shutdown

IPv6 enable Interface g0/0

IP add 10.2.2.1 255.255.255.0 | IP add 10.1.1.1 255.255.255.0
IPv6 add 2001:2:2:2:: 1/64 IPv6 enable

IPV6 rip DSTM enable IPv6 add 2001:4:4:4::1/64

No shutdown IPV6 rip DSTM enable
Interface g1/0 No shutdown
Results

Figure 9 below, based on dual-stack network the Frame 5
and Frame 12 indicates the Wireshark capture built in the
serial link between the Routersof IPv4 & |Pv6 with Routing

Figure9: Wireshark Capturesfor RIPv21Pv4 and RIPng
of IPv6

Figure 10 below shows the ping communications of
Windows 10 is running |Pv6 addresses 2001:3:3:3::3 which
was configured manually on the IPv6 network and with Kali
Linux 2019.3 with address 2001:1:1:1:dea7:f29b:2f3a2ccc
running on the |Pv6 only.
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Figure 10: Windows 10 Ping to Communicate with Kali
Linux 2019.3

Figure 11 below shows a screenshot of the Wireshark
output after the “ping” command was done. The source’s IP
address is a PC1 IPv6 address and the destination’s IP
address is a PC3 |Pv6 address. It could be seen that the IP
datagram within this packet has a protocol number for
ICMPV6. Thisindicatesthat the payload of the IP datagram is
an ICMPV6 packet.

Figure 11: ICMPv6 Ping Communication Packet
Capture between PC1 and PC3

In Figure 12 below, it could be seen that the IP datagram
within this packet has a protocol number, which is the
protocol number to ICMP. This indicates that the payload of
the |P datagram is an ICMP packet

Time  Source Destination
241 573.. 10.3.3.3
242 573.. 10.1.1.3
243 574.. 10.3.3.3
244 574.. 10.1.1.3
245 575.. 10.3.3.3
246 575.. 10.1.1.3
247 576.. 10.3.3.3
248 576.. 10.1.1.3

Pratocol  Lengt Info

10.1.1.3  IWP 88 Echo (ping) request id=Bx3fce, seq=1/256, ttl=63
10.3.3.3 IO 88 Echo (ping) reply  id=Bx3fc@, seq=1/256, ttl=63
10.1.1.3  IWP 83 Echo (ping) request id=x39ce, seq=2/512, ttl-63
10.3.3.3 IO 88 Echo (ping) reply  id=Bx30c@, seq=2/512, ttl-=63

(ping) reply in 242)
(ping)
(ping)
(ping)
10.1.1.3  IWP 88 Echo (ping) request id-0x31cd, seq=3/768, ttl-63
(ping)
(ping)
(ping)
(ping)

request in 241)
reply in 244)
request in 243)
reply in 246)
equest in 245)

10.3.3.3 IO 88 Echo (ping) reply  id=Bx31c@, seq=3/768, ttl=63 (r
10.1.1.3  IWP 88 Echo (ping) request id-x32cd, seq=4/124, tt1=63 (reply in 248)
10.3.3.3 IO 88 Echo (ping) reply  id=0x32cB, seq=4/1024, ttl=63 (request in 247
49577..10.3.3.3  10.1.1.3 IO 88 Echo (ping) request id-x33cA, seq=5/1280, ttl-63 (reply in 250)

88 Echo (ping) reply  id=0x33c8, seq=5/1280, ttl=63 (request in 249

11R Cammand Recnnnce  Vercinn 1

Figure 12: IPV41CMP Ping Communication between
PC1and PC3

As the experiment conducted above shows, it can be
concluded that concerning the router dual-stack, only the
same protocol, which was working with the nodes can
communicate with each other. IPv6 nodes can connect with
each other and both 1Pv4 nodes communicate with each
other. However, the IPv6 host is cannot able to communicate
with another 1Pv4 host.

I mplementations of the 6to4 Tunneling Mechanism

An automated 6to4 tunnel enablesisolated |Pv6 domainsto
be joined over an IPv4 network to virtual 1Pv6 networks. It
very well may be designed on a border router in a
disconnected IPv6 network and makes a tunnel on a
per-packet basisto aboundary router in another 1Pv6 network
over an |Pv4 framework. Therefore, the routers that execute
IPv4 & IPv6 simultaneously encapsulate | Pv6 traffic inside
IPv4 packets.

250 577.. 10.1.1.3  10.3.3.3 IO
981 7R feRd:rRA  £AD:0 RTPne
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Method

As a simulation experiment of 6to4 tunneling Figure 13
below shows a tunndl is created between R1 and R3 for the
two | Pv6 networks to communicate through the existing | Pv4
network. The two |Pv6 networks were connected via Gigabit
Ethernet ports (g0/0) on routers R1 and R3, which assigned
IPv6 addresses. The IPv4 & IPv6 were configured with
routing protocols OSPF and RIPng respectively

R2

192.168.10.2/ Za 192.168.20.2/ 24

s2/0 52
-
[
192.153.10.1/24/
- 2 192.168.20.1/24
1000::2/64 B0/ 0

Figure 13: 6to4 Tunneling Network Topology

To configure 6to4 tunnels, it needs to set the tunnel mode
ipv6ip 6to4 identify the tunnel source, and configure the 6to4
IPv6 address for that tunnel. It will not require a tunnel
destination because 1Pv4-compatible with 1Pv6 tunnels; the
tunnel destination will be derived from the |Pv4 rooted in the
destination IPv6 address. Therefore, 6to4 is a
point-to-multipoint tunnel type, which treats the underlying
IPv4 infrastructure as a Non-Broadcast Multi-Access
(NBMA) network. The following is the sample configuration
commands.

All configurations of 6to4 tunneling, network addresses,
and routing tables can be found in Appendix 2: 6to4
tunneling all routers configuration source code
R1# IPv6 unicast-routing
Interface tunnel O
IPv6 address2002::1/64
IPv6 rip 6bone enable
Tunnel source s2/0
Tunnel destination 192.168.20.1
Tunnel mode IPv6ip
No shut
Exit
Interface s2/0
IPadd 192.168.10.1 255.255.255.0
No shut
Exit
Interface g0/0
IPv6 enable
IPv6 add 1000:: 2/64
IPv6 rip 6bone enable
No shut

R1 and R3 have the same configuration way except for
address number (the IPv6 assigned on interface tunnel O is
add 2002: 2/64, interface serid 2/0 is 192.168.20.1/24,
interface Gigabit Ethernet 0/0 is 3000::2/64).
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C. Simulation Experiment Result

Figure 14 below explains a packet within the tunnel shows
that IPv6 data can move through the 1Pv4 network, which
proves that the IPv6 packet is encapsulated within the Pv4
tunnel as an 1Pv4 packet.

14 22... 3880;::2
15 22... 28082::1
16 24... 2802::1
17 26... 192.168.18.1

2002::1 ICMPVE
3000::2 ICHMPVE
3000::2 ICMPve
224.8.8.5 OSPF

124 Echo (ping) reply id=@x21df, seg=2, h
124 Echo (ping) request id=8x21df, seq=3,
124 Echo (ping) request id=ex21df, seg=4,
84 Hello Packet

Frame 8: 124 bytes on wire (992 bits), 124 bytes captured (992 bits) on interface -, id @
Cisco HDLC
Internet Protocol Version 4, Src: 192.168.10.1, Dst: 192.168.20.1
Internet Protocol Version 6, Src: 2082::1, Dst: 3088::2
@11@ .... = Version: 6
.. BRRE PROR .... .... .... .. = Traffic Class: exee (DSCP: C5@, ECN: Not-ECT)
ceee e .. 0BEC POBE DBOR 0REC BERE = Flow Label: exoeece
Payload Length: 68
Next Header: ICMPvE (58)
Hop Limit: 64
Source: 2802::1
Destination: 3@@8::2
[Scurce 6to4 Gateway IPv4: ©.8.0.8]
[Source 6to4 SLA ID: 8]
Internet Control Message Protocol vé

Figure 14: ICMPv6 message OSPF Hello Packet and
IPv6 RIPng

Figure 15 below shows PC1 from the IPv6 network can
communicate with PC2 of another 1Pv6 network by tunneling
through the 1Pv4 network.

):79££: £266:6801/ 64

Figure 15: Ping Communication between PC1 and PC2

The analysis of a packet within the tunnel shows both 1Pv4
& 1Pv6 exist within the same ICMP, which verifies the |Pv6
packet, was encapsulated within the 1Pv4 tunnel. However,
the source and destination only refer to the start and ends of
the tunnel.

IV. RESULT AND DISCUSSION

Analysis of Transition Mechanisms

The simulation experiment implemented confirmed how
dual-stack and 6to4 tunneling works. The Dual-stack
network is well appropriate to move between devices with
dissimilar protocols on a network. However, a 6to4 tunnel is
suitable to carry over a diverse protocol network. The
dual-stacked device can interoperate in the same way with
IPv4 devices, IPv6 infrastructure, and other dual-stacked
end-devices. Tunnels can be made where there are IPv6
isolated by an 1Pv4. A tunnel indicatesto encapsulate |Pv6 in
IPv4 so the packets can be sent over a backbone that does not
back the encapsulated 1P form. The security chance related to
automated tunneling lets nodes set up tunnels that bypass a
site’s security spot check such as firewalls. In tunneling
unencrypted IPv6 datagrams in IPv4, network security
concerns impact information security.

In tranglators, a device or router is capable of interpreting
from IPv4 to IPv6 or vice versa. This component is expecting
to dispose of the requirement for dual-stack network
operation by trandating messages from IPv4-only devices to
function inside an IPv6 framework. The comparisons of the
three IPv6 transition techniques are analyzed in Table 6
below.
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Table 4: Transition Mechanism Analysis

Transition | Strength Weakness Security
v availableon
the most v ExtraMemory v subject to
platforms and CPU required attack on
both IPv4
v’ simpleto v Security and IPv6
Dual-stack deploy Lequirements
ecame more v Two
v Greatest challenging firewalls
flexibility &/ IDIPS
v Two routing table setsand
v Support all required policies
OY device
v Allowsthe v' Automatic
IPv6 v/ Additional CPU tunneling
transporte |oad to perform isless
dover an the secure
IPv4 encapsulation or
Tunneling network decapsulation v susceptibl
eto
v No v Harder to packet
additional network forgery
managem management and DoS
ent attacks
v’ support v Complicated to v |Psec
private be administered can’t be
address used
space v Some security an-to-en
. risks especial
Trandation v Solve with lﬁfT y
network v' DNSsec
interopera | v/ Harder to control can’t be
bility ona used with
problems larger scale DNS64

Dual-stack achieves every requirement for transition
mechanism, however, tunneling and trandation mechanism
not allow the use of IPv4 & IPv6 together and afford a
seamless transition from IPv4 to IPv6. Nowadays, most of
the hardware and software aready keep up with both
protocols. Therefore, dual-stack was preferred as the
transition mechanism for the testbed, which was illuminated
in the next sections.

IPv6 Dual-stack Vulnerability Test and Results

Kali Linux 2019.3 was used to simulate as the attacker on
the network. The THC-IPv6 of tools was loaded on the
machine and the next attack tools were executed. The tools
used to carry out this thesis simulation experiment were
flood_router26, DoS-new-ip6, exploité of THC-1PV6. It was
not possible to simulate attacks for all the tools due to the
many attacks, which exist. Those three attack tools were
selected purposely to demonstrate that |Pv6 is vulnerable to
DoS as many literature shows. However, this shows the
possibility of many attacks that can be carried out. The
remaining THC-1Pv6 attack tools are listed in Appendix 4:
THC-1Pv6 toolkit tools and their description

Flood_router26: THC-IPv6 toolkit that can flood the
LAN with router advertisements.
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Theflood of packets attack inhibits computersfrom joining
the IPv6 network that has already joined the network using
automatically configured IPv6 addresses to lose their
network connections. When aRA flood attack was launched,
the attack packets were sent to all nodes within the network
using the all-nodes multicast address, ff02::1. The command
prompt terminal of Kali Linux 2019.3 was opened by making
both attacker and victim system into the same LAN1 and then
the command 'atk6-flood_router26 eth0' was typed. It started
flooding the network with router advertisements on eth0, and
then dots were printed for every 1000 packets, as shown in
Figure 16 below.

Figure 16: The updated Version of the Flooding Router
Tool

A flood attack in which the attacker attemptsto overwhelm
atargeted device with ICMPv6 echo request packets, causing
the target network or node to become inaccessible to normal
traffic.

The Experiment Result of RA Flooding

Figure 17 below is the Wireshark result while
flood_router26 attack running shows the attacker Kali Linux
2019.3 sends unlimited RA flooding to the Local Network.

The Router Advertisement (134) with code 0 indicates that
the network was sending RA flooding

.0. Te80::15:614f:9766:3701 ffO2::1 ICMPV6 1486 Router Advertisemen
... Te8@::15:6182:9766:3701 ffe2::1 ICHMPV6 1486 Router Advertisemen
.@.. Te8::15:61b5:9766:3701 ffe2::1 ICHMPV6 1486 Router Advertisemen
.@.. Te8::15:61e8:9766:3701 ffe2::1 ICHMPV6 1486 Router Advertisemen

rom 08:0c:47:97:66:37
om 08:0C:82:97:66:37
om @@:8C:b5:97:66:37
rom @@:6c:e8:97:66:37

o
33

nce): High
on: Hot set

~ ICMPVE Optien (MTU : 150@)
Type: MTU (5)
Length: 1 (8 bytes)
Reserve, d
MTU: 1500

Figure 17: Router Advertisement flooding from the
attacker

All RA’s message was sent to FF02::1 multicast group so
that all nodes on the same link would be received the
announced fake prefixes. These nodes will configure their
default gateway based on the fake announced prefixes. The
different levels of preference are high (specify a high
preference for a device), low (low preference for a device),
and medium (specify amedium preference for adevicethisis
the default preference). The default router sends out RAS
with “Medium” preference, but the fake RAs set the
preference flag to “high,” pushing nodes to use it as their
default gateway. If it is labeled with high preference, this
could avail to make fake Router Advertisements that are
transmitted. Figure 18 below Windows 10 was completely
unresponsive and hard to access when the ‘ipconfig’
command is running on windows PowerShell; it needed a
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reboot to restore its initial state. The computer would be
flooded with the router advertisements, make the computer
overhang to apoint whereit isunusable. Therefore, the attack
made the automatically configured windows 10 to lose its
network connection.

EX Windo

Figure 18: during Flood, Windows 10 unable to get | Pv6
Address

Once attack against the network, the Windows 10
possessed and lead to all IPv6 routes advertised by the RA,
which leads R1 to high CPU usage as figure 19 below.
Packets diffused for the period of flooding attacks can
exhaust the CPU, which can lead to the degradation of entire
network performance.

Figure 19: R1 CPU status, after Attacked by Flood
Router

On R1 before the attack started, the CPU usage was almost
1%. After the attack CPU usage for five seconds is 100%.
This is the CPU usage on the router for the last 5 seconds.
During an interfere with, the CPU should deal with the
capacitiesfor the interaction rather than an interface. 95% is
the CPU usage of the router in the course of the last one
minute. During five minutes, the CPU utilization is 47%,
which is over the last 5 minutes. Figure 20 below shows that
the windows 10 CPU utilization was 8% before being
attacked and it became 100% after the attack

T et CPU

CPU P o ot

100% 3.00 GHz

Innormal | ™ 506

Figure 20: Windows 10 CPU Utilization before and after
the Attack

DoS-new-ip6: This tool avoids new IPv6 interfaces to
come up to the network, by sending answersto duplicate |Pv6
checks DAD.
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An attempt of DoS on DAD attack during address
auto-configuration in IPv6 link-local communication has
been examined. This tool can be considered as a couple of
detect-new-ip6. It sneaks around for ICMPv6 DAD packets
on the network, however in the event that it sees one, it will
send a reaction that this IPv6 address as of now exists, this
way we can come to that no host will actualy want to
interface with the network. The “atk6-DoS-new-ip6 eth0”
command tool was run on the Kali Linux 2019.3 to test the
IPv6 network. ICMPv6 started to send a spoofed packet
shown in figure 21

:53d3:1d50: 8780

:1:1b5:b498: ebd1:
:7d10:

d packet : e
spoofed packet for existing ip6 as fe8@::3044:6b6d:d681:921:

Figure 21: DoS Attack through Kali Linux 2019.3

Result

After the network was attacked, Windows 10 cannot
communicate using IPv6. In the IPv6-only network, the host
is disconnected from its neighbor and is not able to
communicate. During the attack, if the Local Ethernet is
disabled and then enabled, it has been noticed that Windows
10 nodes are unable to configure Global and Temporally I1Pv6
addresses after the attack command was running as displayed
in Figure 21.

» ipconfig

Windows IP Configuration

Ethernet adapter Ethernet:

Connection

Figure 22: Windows 10 unableto get Global link address

Exploit6:- Performs exploits of various CVE known |Pv6
vulnerabilities on the destination. Exploité implements
various CVE and non-CVE techniques to compromise a
victim host. The following figure 23 shows the exploit attack
against Windows 10 with IPv6 address from the Kali Linux

via ethe:
D - we got a reply
ng, 6 checksum combinations
eliable due implementation differences on target platf

y, then pkt
PASSED - we got a reply

Figure 23: CVE and Warning while Exploiting Attack
run on Kali Linux 2019.3

Common Vulnerabilities and Exposures (CVE): CVE
database maintains a list of al kinds of discovered security
issues within commonly used products, both hardware, and
software. Vulnerability is a fault in software that makes
available an attacker with direct admittance to a framework
or network. An exposure is demarcated as a misstep in
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software or configuration that furnishes an assailant with
indirect admittance to a framework or network.

Table5: Vulnerability Typesand Their Properties

(9] = () — .
vz | 228 5 B 858 8s] ES [z29
SET [ 525 8> TES 8] <£37 |53
S8 | SEE|E El 2T E|<3 22 |58}
2004-0257 | None None Partiad | Low NOt. DoS

required
20030429 | Partia | Patid | Patia | Low | N DoS
required

CVE-2004-0257 lets remote attackers cause DoS by
transferring an |Pv6 packet with aless MTU to a snooping
port and then alowing a TCP connection to that port.
CVE-2003-0429 is earlier permits, remote attackers, to cause
aDoS and conceivably execute self-assertive code by means
of invalid IPv4 or IPv6 prefix lengths, perhaps setting off a
support flood

Wire shark Result of Exploit6 Attack

RFC 6948, if the reassembled packets were less than 1280
bytes then the devices are supposed to drop them since any
data link layer conveying IPv6 data must be capable of
delivering an I P packet containing 1280 bytes or less without
the need to invoke end-to-end fragmentation at the IP layer.
When an attacker sends a spoofed packet huge message to the
target device, it may unnecessarily divide the packet into
fragments and send each fragment to an end node.

Figure 24: ICMPv6 Packet huge message sent after
Attacked

A packet of fewer than 1280 bytes of MTU is regarded
asillega [60]. If the MTU sizeis less than the packet length,
it drops the packet and sends an ICMPv6 Packet Too Big

Pv

Figure 25: many | Pv6 Fragments Result from no
Responseto the destination Host

The Next Header for IPv6 (44) indicates the IPv6
fragmentation Extension header. 1Pv6 fragmentation could
consume CPU, which leading to aDenial of Service. It could
indicate that the network is mix up these types of extension
headers,

Nano Te:
{\(‘Q'& s 0,
SRS
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which create amore complex packet to get into the node. The
RFC 2460 defines the extension headers as shown in
Appendix 3, ICMPv6 error message, codes, and extension
header. When a sender sends a packet to the end device, the
routers on the path compare the packet size with their MTU.
Thelesser MTU sizes are found by accepting PTB messages.
If the goal is multicast, there are numerous paths and packets
may travel, and each way can have adiverse path MTU. PTB
messages will be produced fairly as with a unicast goal, and
the packet size utilized by the sender is the smallest path
MTU of the destination.

Proposing Preventive Mechanism Preventive Mechanism for
Flood_Router26 Attack

The prevention mechanism purposes to break an attack
before it occurs to a local or a wide network. According to
|ETF, types of solutions have been introduced to protect NDP,
which is|Psec and SeND. Router ACLSs, firewalls, and other
security mechanisms need to be carefully managed to hold
ICMPV6 functionality [19]. firewalls are not as obtainable for
the IPv6 protocol compared to |Pv4 [21].

Table 6: ICMPv6-based DoS and DDoS preventive
mechanism [62]

Preventive

method Drawbacks

Description

ICMPv6 DoS attacks can
be prevented using IPsec
based on attacks are
performed using spoofed
source addresses

It cannot solve security
problems Because
IPsec depends on IKE
which needs a valid
IPv6 address,

IPsec

CGA cannot verify the
real identity of users
and is aso insufficient
to ensure the CGA
address that belongs to
a particular node

It added CGA to the NDP,
an option to prevent
address spoofing based on
the public-private key to be
generated by all nodes.

SeND

it cannot  handle
flooding DoS or DDoS
attack when it is
launched by the red
identity of the attacker

SAVI prevents address
spoofing by binding each
switch’s physical port with
an |Pv6 source address.

SAVI

Cannot be used on trunk
ports, it cannot
protection Wi-Fi, some
switches do not support

RA Guard prevents DoS
assaults that are based on
RA messages only.

RA Guard

Completely deactivate the
IPv6 protocol from the
system

The system cannot get

Disable IPv6 IPv6 service

RA Guard: IPv6 RA Guard care for the network to block
unwanted RA messages that derive from the network. It
inspects these RAs and filters out RAsthat are sent by illegal
devices.

Method

The following RA Guard has configured on layer 2
switches interface with running on GNS3, the number of
processor 2, amount of memory 512MB, and type Telnet.
Switch2#conf termin
Enter configuration commands, one per line.
CNTL/Z

End with

Retrieval Number: 100.1/ijaent.B0466019222
DOI:10.35940/ijaent.B0466.029222
Journal Website: www.ijaent.org

International Journal of Advanced Engineering and Nano Technology (IJAENT)
I SSN: 2347-6389 (Online), Volume-9 I ssue-2, February 2022

Switch2 (config)#ipv6 nd ra-guard enable // Enablethe |Pv6
RA guard

Switch2 (config)#lPv6 nd raguard policy Host
policy

Switch2 (config-nd-raguard)#device-role host
Switch2 (config)#lPv6 nd raguard policy ROUTER //create
policy

Switch2 (config-nd-raguard)#device-role router

Switch2 (config-nd-raguard)#interface g1/0

Switch2 (config-nd-raguard)#vlan configuration 1

Switch2 (config-nd-raguard)#router-preference  maximum
medium
Switch2 (config-vian-config)#lPv6 nd raguard attach-policy
HOST //define the role of the device attached to the port
Switch2 (config-vian-config)# Pv6 nd raguard attach-policy
ROUTER
//define the role of the device attached to the router

Switch2 (config-vian-config)#end

Configured from console by console
Switch2#show ipv6 nd raguard policy Host

Policy Host configuration:

router-preference maximum medium

Policy Host is applied on the following targets:

/lcreate

Target Type Policy Feature  Target range
Gilo0 PORT Host RA guard  vianall

vian 1 VLAN HOST RA guard  vlanal
Switch2#debug device-tra

Switch2#debug device-tracking raguard //1Pv6 device
tracking offers IPv6 host liveness tracking, updated when an
IPv6 host disables

Switch2#undebug all

IPv6 snooping - RA guard debugging ison

Result

After the switch was configured and the RA flooding
attacked windows 10 through Kali Linux, the ping

communication, accessibility, and CPU utilization was
normal. The effect was displayed in figure 26 below by
putting both screenshots together

Figure 26: flooding attack and ipconfig response after RA
Guard configured

Preventive Mechanism against Exploit6 Attack

Fragmentation is a normal process that occurs when a
large packet is received. Fragmentation disassembles the IP
packet into smaller packets before transmission to the
destination host.

However, due to the attack, there are irregular IPv6
packet fragmentations that cause no response or crash system
(Table9).
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Table 7: 1Pv6 fragmentation typewith proposed solutions

Fragmentation

Type Solutions

Description

The  attacker can
overwrite the fragment
offset in the non-initial
IP fragment packets.

RFC5722
disallowing in IPv6
fragments to stop
this attack

Overlapping
Fragment

packets are typicaly
sent by nodes that have
received an ICMPv6
"Packet Too Big" error
message that advertises
a Next-Hop MTU
smaller than 1280 bytes
[63]

eliminating this

Atomic Fragments attack vector [62]

A Tiny Fragment
should be treated to
have malicious

An |Pv6 Tiny Fragment
is defined as a non-last

Tir Fragmene | fragment et e | [0 g S10ULD
than 1200 octets [64]. F&]S"e”t'y dropped

The Cisco 10S includes a Virtual Reassembly, which
checks divided packets. It reassembles divided packets,
analyzes any out of fragments. Virtual Fragment Reassembly
(VFR) empowers the Cisco I0S XE Firewal to make
conceivable dynamics ACLs to secure the network from
different fragmentation attacks. It givesthe capacity to gather
the fragments and give Layer 4 data for all fragments for
IPsec and NAT64 highlights [65].

The following VFR code was configured on the R1 to
drop ICMPv6 PTB error messages, which makes CPU
overload and directed to the host that advertises 1Pv6
fragments and MTU smaller than 1,280 bytes.

R2#conf terminal
Enter configuration commands, one per line. End with
CNTL/Z.
R1(config)#inter
R1(config)#interface g1/0
R1(config-if)# Pv6 virtual-re
R1(config-if)# Pv6 virtual -reassembly max-re
R1(config-if)# Pv6 virtual -reassembly max-reassemblies 32
max-fra
R1(config-if)#3$l-reassembly max-reassemblies 32
max-fragments 4 time
R1(config-if)#$ly max-reassemblies 32 max-fragments 4
timeout 7 drop-fra
R1(config-if)#$ssemblies 32 max-fragments 4 timeout 7
drop-fragments
R1(config-if)#exit
R1(config)#end
R1#
*QOct 6 14:42:09.343: %SY S-5-CONFIG_|: Configured
from console by console
R1#show IPv6 virtual-reassembly
All enabled IPv6 interfaces...
%I nterface GigabitEthernet1/0
IPv6 configured concurrent reassemblies
(max-reassemblies): 32
IPv6 configured fragments per reassembly
(max-fragments): 4
IPv6 configured reassembly timeout (timeout): 7 seconds
IPv6 configured drop fragments: ON
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IPv6 current reassembly count:0

IPv6 current fragment count:0

IPv6 total reassembly count:0

IPv6 total reassembly timeout count:0

Where,

Max-reassemblies. - Maximum number of IPv6 datagrams
that can be reassembled at any given time. If the maximum
value, al fragments within the fragment set will be dropped.
Default value: 16.

Max-fragment: - Maximum number of fragments that
arealowed per IPv6 datagram (fragment set). In casean |Pv6
datagram that is being reassembled gets more than extreme
permitted parts, the IPv6 datagram will be dropped. Default
value: 32

Timeout: - Timeout value, in seconds, for an IPv6
datagram that is being reassembled. On the off chance that an
IPv6 datagram does not get al of the fragments inside the
desired time, the IPv6 datagram will be dropped. Default
value: 3 seconds.

Result
The above experiment shows the IPv6 VFR feature
configured on the entrance interface  name

GigabitEthernetl/0 of R1. Therefore, during the attack,
Windows 10 drops fragments. As a result, IPv6 fragment
flooding and PTB errors were not sent. The attack from the
Kai Linux and the result on the Wireshark analyzer was
displayed in figure 27 below.

Figure 27: Screenshot after VFR configured

In other words, the screenshot of Wireshark above shows
that there is no ICMPv6 PTB error message and IPv6
fragment flooding delivered to the source and destination
address from the router.

V. DISCUSSION

After this research experiment was implemented, the
dual-stack mechanism was selected because of its
prominence, availability on many platforms, and simplicity
to deploy to the existed network by implementing a security
system for both IPv4 & |Pv6 simultaneously. The |Pv6
security vulnerability was tested by using attack tools like
Flood_router26, DoS-new-ip6, and exploité of THC-1Pv6
toolkits.

A Flood_router and DoS-new-ip6 of THC-IPv6 attack
are to disturb network made to take down the targeted
network, host, or PCswith fake traffic and block new devices
from the network. The purpose of such an attack isto makeit
inaccessible to the network.
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RA flooding attack affects performance issues by
overwhelming computer resources such as CPU and crashes
the network completely. The other attack was tested by
exploit6 of the THC-1Pv6 tool. Thistype of attack made |Pv6
fragmentation. The attacker splits the packet into many small
fragmented packets less than the IPv6 standard (1280 bytes).
IPv6 nodes might receive ICMPv6 PTB packets because of
the Exploit6 attack. However, the recommended MTU for
IPv6 is 1500 bytes. When attacks are flooded with many | Pv6
fragment packets, the datado not arrive at the destination; the
router sends back the ICMPv6 message ‘no response’ and
makes the systems busy. RA Guard was configured to layer-2
switch to protect from the RA flooding in this thesis and the
result was effective to prevent such attack. The other DoS
vulnerability was IPv6 fragmentation. This type of attack
could be protected by configuring VFR. VFR drops the
atomic IPv6 fragmentation, so the entire network,
particularly the CPU of the destination device was free from
being overloaded because of large fragmentation.

VI. CONCLUSION

In this thesis that set out to resolve a practical problem
with design science research, to achieve the general objective
of ‘investigating the security problems related to IPv6 and
proposing the preventive mechanism’ specific objectives
were set. Different kinds of literature related to the research
were reviewed. The researcher has understood I1Pv4
addresses were amost entirely depleted. Therefore, the
research focused on transitioning to 1Pv6 which would be
necessary to deploy within ashort time. Through asimulation
experiment, the implementation of transition mechanisms
(dual-stack and tunneling) and the security vulnerabilities of
dual-stack were recognized in this paper. According to the
experiments on security vulnerabilities, an attacker can cause
DoS, because the I1Pv6 fragmented PTB caused many atomic
fragment packets and RA flooding attack that makes devices
inaccessible to the network. Therefore, intermediary devices
must be configured very well to protect from RA flooding
and IPv6 fragmentations, IPv6 ACLs and RA guards were
proposed in order to protect from flooding attacks and VFR should
be configured to prevent | Pv6 fragmentation.
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Table 2: Dual stack network addr esses

[Pv6 address2002::1/64

Ipadd 192.168.10.2

Interface tunnel 0

2552552350

[Pv6 rip bone enable [Pv6 add 2002::2/64
No shut

Tunnel source s2/0 [Pv6rip 6bone enable
Exit

Tunnel destination Tunnel source s2/0

192.168.20.1 Inters2/1

Tunnel destination

Tunnel mode IPvéip Ipadd 192.168.20.2 192.168.10.1
2552552550

No shut Tunnel mode [Pvéip
No shut

Exit No shut
Exit

Interfaces2/0 Exit
Router ospf 1

Ipadd 192.168.10.1 Inters2/0

Network 192.168.10.0

0.0.0.255 area 0

Ipadd 192.168.20.1

| SSN: 2347-6389 (Online), Volume-9 | ssue-2, February 2022

25523532550
Appli | Local-link Global scope Router MAC No shut Network 192.168.20.0
ance scope Link Exit 0.0.0.235 area 0 No shut
name layer Exit
Interface g0/0 Exit
Pcl fe80:-250:7 | 2001:4:4:4:2050: | ca-:01:09 | 00:50:79:6
OFF-fe66:68 | T9Lf-fe66:6800/6 | :8c:00:0 | 6:68:00 IPv6 enable Tnterface 50/0
00/64 4 8
TPv6 add 1000--2/64 IPv6 enable
10.1.1.3724 IPv6tip Gbone enable IPv6 address 3000::2/64
Pc2 fe80:--250-7 | 2001:1:1-1--2/64 | ca-01-09 | 00-50-79-6 No shut IPv61ip 6bone enable
Off:feb66:68 :Bc:00:1 6:68:01
01/64 c Exit No shut
- P - Router ospf 1 Exit
Pc3 fe80::250:7 | 2001:5:5:5:2050: | ca:02:09 | 00:50:79:6
9ff-fe66:68 | TOff fe66:6802/6 | :9c:00:0 | 6:68:02 Network 192.168.10.0 Router ospf 1
02/64 4 g o<
0.0.0.255 area 0 Network 192.168.20.0
10.3.3.3/24 Exit exit 0.0.0.255 area 0
- - Exit
Pcd fe80::250:7 | 2001:3:3:3::2/64 ca:02:09 | 00:50:79:6
9ff-fe66:68 9c:00:1 | 6:68:03
03/64 © Table 1: 6to4 tunneling network addr esses
Kali | Fe80::940: | 2001:1:1:1::3/64 | Oc:84:cd
linux | 8669:b24:2 :35:23:0 ) )
) 2001:1:1:1:dea7: Link-local Router link
cba/64 T Name Global scope | MAC
B scope ayer
4
Window | Fef0:addf 2001:3:3:3:3/64 fe80::250: 1000::2050:79
10 1869:666¢:7a%/ ca:01:08:f9: | 00:50:79:66
2001:3:3:3:addf £8b9:666 Pcl 79ff:fe66:6 | ff:fe66:6800/6
64 00:08 :68:00
e:7a%/64 800/64 4
Appendix 2: 6to4 tunneling all routers configuration source fe80::250: | 3000::2050:79
code ca:03:09:18 | 00:50:79:66
Pc2 79ff:fe66:6 | ff:fe66:6801/6 | o
Table1: 6to4 tunneling all routers configuration source 801/64 4 100:08 -68:01
code
al © 3 Here you will found the routing table in configuration 6to4
that was used to simulate the network used.
R1# IPv6 unicast-routing R2# conft R3# conf
Interface tunnel 0 Inter s2/0 IPv6 unicast-routing
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Figure 3: R31Pv6 routing table

Appendix 3. ICMPv6 error messages and extension
headers Here are some information of related ICMPv6 error
messages and extension headers with their codes.

Table1: ICMPv6 Error messages

Type | Message Name | Summary Description of Message Type ‘
Value
1 Destination Indicates that a datagram could not be delivered to
Unreachable its destination. Code value provides more
information on the nature of the error.
2 Packet Too Big Sent when a datagram cannot be forwarded because
it is too big for the MTU of the next hop in the route
This message is needed in IPv6 and not IPv4
because in IPv4, routers can fragment oversized
messages, while in IPv6 they cannot
3 Time Exceeded Sent when a datagram has been discarded prior to
delivery due to the Hop Limit field being reduced to
zero
4 Parameter Indicates a miscellaneous problem (specified by the
Problem Code value) in delivering a datagram
Table2: |Pv6 Extension Headersand their

Recommended Order in a Packet

Header Type Next Header Code
Hop-by-Hop Options 0

Destination Options (with Routing Options) 60

Routing Header 43

Fragment Header 44

Authentication Header 51

Encapsulation Security Payload Header 50

Destination Options 60

Mobility Header 135

No next header 59
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Appendix 4: THC-1Pv6 toolkit tools and their description

Table 1: THC-IPv6 toolkit toolsand their description

Tools Descriptions
ives alive scanning, which will detect all systems
listening to this address
denialé a collection of denial-of-service tests against a
target
detect-new-ip6 detect new IPv6 devices which join the network
DOS-NEW-in6 Detect new IPv6 devices and tell them that their
P chosen IP collides on the network
exploité known IPv6 vulnerabilities to test against a target
fake advertiseré announce yourself on the network
steal amobile IPto yoursif IPSEC is not needed
fake_mlPv6 for authentication
announce yourself in a multicast group of your
fake_mid6 choice on the net
announce yourself asarouter on the network, with
fake_router the highest priority
flood_advertise6 flood atarget with random neighbor
advertisements
flood router6 flood atarget with random router adverti sements
fuzz ip6 fuzzer for IPv6

implementation6

performs various implementation checks on |IPv6

ICMPv6 NS/NA spoofer, putsyou as

parasite6 man-in-the-middle, same as ARP MitM

redir6 redirect traffjc to man-in-the-middle with aclever
ICMPv6 redirect spoofer

sendpeess Which generates a NS requests with many CGAs

(crypto) to keep the CPU busy

smurf6/ rsmurf6

L ocal/remote smurfer, known to work only
against Linux targets at the moment

toobigb

mtu decreaser with the sameintelligence as redir6

trace6

very fast traceroute6 with supports ICMP6 echo

request and TCP-SYN
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